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Abstract—This paper proposes an image restoration method
based on an optimized JPEG decoder, aiming to address the issue
of image bitstream corruption. As a fundamental form of image
signals, bitstreams are often damaged by various factors (e.g.,
wireless channel fading, medium aging, and noise interference),
resulting in bit flips that severely degrade image quality. Existing
image restoration methods mostly focus on the pixel domain, mak-
ing it difficult to effectively address structural errors caused by
bitstream corruption. To better address this challenge, we propose
an optimized JPEG decoder that incorporates compressed sensing
techniques to restore and reconstruct the image in the image
block-level domain. Our approach can more effectively restore
the structural damage of an image, rather than being limited
to traditional pixel-level restoration. To evaluate the effectiveness
of the method, we simulate bit flips on two sets of real images
and construct a bitstream-corrupted image dataset that simulates
real-world environments. Under different bit error rates (BER),
our method (SCA-CS) outperforms the state-of-the-art (SCA)
method in repairing image block colors and eliminating block
shift problems.

I. INTRODUCTION

Image signals are typically converted into bitstreams through
encoding. These bitstreams serve as a compressed represen-
tation of the image, carrying key information such as color,
texture, and structure. The JPEG [1] compression standard uses
lossy algorithms to provide near-psychovisually lossless image
quality, significantly reducing data redundancy and improving
transmission rates.

However, in practical applications, factors such as wireless
channel fading, multipath effects, and storage medium [2], [3]
degradation can cause image bitstreams to become corrupted,
leading to random bit flips [4], [5]. This, in turn, may result
in structural damages such as block misalignment, color dis-
tortion, and decoding interruptions. In addition, factors such
as motion blur [6], noise interference, and quantization errors
can also lead to image degradation. These not only affect the
visual quality of the image but also cause serious interference
in subsequent analysis and recognition tasks. Existing image
restoration methods [7] mainly focus on pixel-level repair of
degraded regions in the decoded image. Although these meth-
ods are effective, they are challenging to apply to damage in the
bitstream caused during encoding or storage transmission. To
address this issue, Liu et al. [8] proposed a fault-tolerant and
robust decoding strategy based on the minimum coding unit
(MCU). When decoding fails, this strategy attempts to skip one
or more bits in order to realign the boundaries of the entropy-
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coded symbols, thereby restoring the decoding of subsequent
MCUs and significantly repairing structural errors caused by
corrupted bitstreams. However, if the resynchronization fails
or the skipped position is inaccurate, it may lead to MCU
corruption, causing some data to be discarded, which in turn
results in information loss and affects the overall image quality
and detail restoration.

Existing decoders still lack sufficient robustness when fac-
ing large-scale MCU damage. Therefore, we aim to propose
a novel decoding framework based on compressed domain
restoration, designed to enhance the image’s ability to recover
from structural damage. Specifically, we restore the global
structural information of the image by adjusting the DC
frequency domain coefficients. Combined with compressed
sensing [9] techniques, we construct an observation matrix
and use the Orthogonal Matching Pursuit (OMP) algorithm to
perform sparse reconstruction of the AC coefficients, thereby
recovering more image details. Experimental results show that
this method demonstrates excellent restoration performance
and robustness in natural image recovery, significantly outper-
forming traditional decoders. The main contributions are as
follows:

e A hierarchical MCU repair mechanism is designed, em-
ploying an adjacent block prediction compensation strategy
to restore DC coefficients. The AC coefficients are sparsely
reconstructed based on OMP compressed sensing method.

e We have constructed a controllable bit-flip probability
model and generated a JPEG-damaged image dataset covering
various bit error rates to simulate transmission errors and
storage medium degradation issues in real-world scenarios.

e Experiments show that our method achieves better visual
quality and objective evaluation metrics under different bit
error rate conditions.

II. RELATED WORKS

JPEG Decoding: The JPEG standard is a lossy image
compression format, with key components including DCT
transformation, quantization, and entropy encoding. Decoding
[10] is the inverse operation of encoding. The standard JPEG
decoder is highly susceptible to bitstream flip errors when
processing frequency domain information, leading to decoding
failures and severe image damage. Therefore, image restoration
becomes a crucial step in ensuring decoding quality, particu-
larly in addressing the structural damage caused by bit errors.
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Bitstream Repair: Numerous studies focus on the repair
of corrupted bitstream images. Traditional channel coding [11]
achieves error correction through redundancy, but its effective-
ness is limited for images lacking redundancy or those that can-
not be re-encoded. Packet-level Forward Error Correction [12]
improves efficiency in multicast and real-time transmission,
but it cannot handle randomly corrupted bitstreams without
pre-set redundancy. In the field of digital video, error conceal-
ment methods such as temporal interpolation and spatial pixel
replication [13], [14] rely on information from adjacent frames
or intact blocks. Overall, traditional approaches struggle to
handle decoding failures caused by deep corruption due to
insufficient redundancy, lack of retransmission, or failure to
consider frequency-domain structures. Therefore, there is an
urgent need to explore more refined frequency-domain repair
strategies to overcome the limitations of existing methods in
repairing corrupted images.

Compressed Sensing: Compressed Sensing (CS) is an effi-
cient signal sampling and reconstruction method based on the
theory of signal sparsity, widely applied in the field of image
coding. The core idea of CS is to design a suitable observation
matrix that maps high-dimensional sparse signals to a lower-
dimensional observation space, allowing for accurate signal
reconstruction from a limited set of observation data. Candes
et al., Baraniuk et al., and Ji ef al. [15]-[17] systematically
introduced compressed sensing theory, ushering in a new era
in signal processing. This paper uses the OMP [18] algorithm
for signal reconstruction. Based on the characteristics of com-
pressed sensing, it reconstructs the AC coefficient components
in the damaged MCUs, thereby improving the quality of the
decoded image.

III. METHOD

In this section, we present a robust decoding framework
based on compression-domain restoration, referred to as SCA-
CS. The baseline SCA (self-compensation and alignment)
represents the current state-of-the-art approach. Building upon
SCA, our method SCA-CS further incorporates compressed
sensing to exploit signal sparsity in the compression domain,
thereby achieving improved decoding accuracy and recon-
struction quality while maintaining computational efficiency.
Fig 1 illustrates the structure of the framework. We focus
on repairing the MCUs in entropy encoding, adjusting the
DC coefficients and reconstructing the AC coefficients. In the
JPEG standard, the image is divided into multiple MCU units
for decoding. Since the color space of JPEG images typically
uses YCrCb [19], different sampling formats result in varying
numbers of 8 x 8 data units (DU) within the MCU. Each DU
undergoes a Discrete Cosine Transform (DCT) transformation,
producing a vector of 64 coefficients, with the first coefficient
being the DC coefficient, representing the average brightness
of the image block. The remaining 63 coefficients are AC
coefficients, which represent the frequency information of the
block. In subsequent processing, these 64 DCT coefficients
will be restored and entropy-decoded.
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Fig. 1. Overall method flowchart

JPEG decodes each MCU of the image using a lookup table
method. If decoding is successful, the current MCU position is
calculated, the corresponding coefficients are stored and filled
into the image, and decoding continues with the next MCU. If
decoding fails, there are two possible scenarios: One scenario
is that the decoding has reached a non-data segment or the
end of the image, where the current MCU coefficients can be
set to zero to avoid generating an abnormal image. Another
scenario is that a bitstream flip occurs in the data segment,
causing MCU data corruption; in this case, a recovery strategy
can be applied to restore the damaged DC and AC coefficients
to ensure image integrity.

DC Coefficient Restoration: Since the DC coefficients
of adjacent DUs in neighboring MCUs usually exhibit small
variations, they often represent similar background or continu-
ous edge information, with smooth transitions in brightness.
Therefore, the DC coefficient of the current DU can be
accurately predicted and filled using the DC coefficients of the
DUs in the neighboring MCUs. In the actual decoding process,
when an MCU error occurs, the decoder attempts to read the
previous DC coefficient and uses it to fill the current MCU’s
DC coefficient. It then continues decoding the remaining AC
coefficients. This method not only ensures the continuity of
the decoding process but also prevents the degradation of
image quality caused by the loss of some DC coefficients.
JPEG uses differential encoding [20] to store DC coefficients,
meaning that the current DC coefficient is not stored as an
absolute value but as the difference from the previous block’s
DC coefficient. Therefore, during the filling process, we need
to adjust according to the actual difference. Let the current
MCU DC coefficient difference be ADC, and the previous DC
coefficient be DC,y, the true coefficient DC can be calculated
using the following formula:

DCeurr = DCprev + ADC (D

AC Coefficient Restoration: The core premise of com-
pressed sensing is that the signal exhibits sparsity. For image
processing, after the input image undergoes DCT, 64 DCT
coefficients can be obtained [21]. Among these, The vast
majority of brightness information is concentrated in the low-
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JPEG File Structure
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Fig. 2. Bit flips are applied to the entropy-coded data to simulate controllable
JPEG bitstream damage

frequency part and takes nonzero values, while the high-
frequency AC coefficients are close to or equal to zero. This
results in the image exhibiting sparse characteristics in the
DCT domain. Therefore, compressed sensing methods can be
effectively used to reconstruct the AC coefficients.

During the decoding process, if all AC coefficients of the
current MCU are corrupted, no valid AC coefficients can
be obtained, and they must be set to zero. If only some
of the AC coefficients are damaged and there are decodable
valid coefficients, the 64-dimensional DCT coefficients can be
treated as the signal vector x to be restored. The M decoded
AC coefficients form the observation vector y, and compressed
sensing theory can be applied to reconstruct the signal. In
the specific implementation, a 64 x 64 DCT matrix D is
constructed as the sparse basis W € R64%%4 The observation
matrix ® € RM*% s formed based on the positions of the
M decoded AC coefficients and acts as a selection matrix,
indicating which coefficients are observed. Based on this, the
sparse coefficient vector s € RS can be solved using the
observation vector y, the sparse basis ¥, and the observation
matrix P.

To achieve this, the OMP algorithm is adopted for sparse
reconstruction. First, initialize the residual and support set:
ro = Y, A = (. At each iteration, select the index with
the highest correlation:

j= argmjax |<I>;—rt_1| 2)

Add j to the support set A, and solve the least-squares
problem: X
Sa :argnslinHY—<I>ASA||2 3)
A

Iterate to update the residual until it falls below the specified
threshold, then stop. The indices in the support set are inserted
into a zero vector to obtain the corresponding reconstructed
sparse vector S, which is filled into the sparse DCT coefficients
to produce the complete signal image x. In this way, not only
can the AC coefficients be effectively recovered, but more
image details can also be reconstructed.

IV. EXPERIMENTS

Dataset Construction: We selected two datasets as the
foundation for constructing our dataset: BSD500 [22] and our
own dataset. Both datasets contain 500 high-quality images
encompassing a wide range of scene types, such as natural

Original image BER= 1073 BER= 107*

Fig. 3. BSDS500 with bitstream corruption under different BER

BER=10"*

Original image =103 ER=10"°

Fig. 4. Our dataset with bitstream corruption under different BER

landscapes, architectural structures, human subjects, and other
diverse content. The images in the BSDS500 dataset have
varying resolutions and sizes, with most being 481 x 321,
and they contain more complex image details and diverse
scenes. This dataset can be used to test the performance
of the restoration algorithm on more complex images. Our
dataset, on the other hand, has a fixed size of 224 x 224.
By testing with this dataset, we can observe the algorithm’s
performance in restoring textures, details, and local regions
of the image. To ensure format consistency, we preprocess
the images accordingly before conducting further processing.
To simulate the various types of bitstream damage that JPEG
images may experience in real-world environments, we in-
troduced a bitstream flip mechanism as shown in Figs. 2.
This mechanism controls the severity of the damage to the

TABLE I
PERFORMANCE OF SCA-BASELINE ON BSD500 AND OUR
DATASET
Dataset BER=10"3 BER=10"1% BER=10"°
BSD500 9.88 / 0.2050 11.23 7/ 0.2767 | 13.69 / 0.5380

Our dataset

10.92 /7 0.3422

13.53 / 0.6505

15.30 / 0.8249
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BSD dataset, (b)(d): our dataset

Comparison of the BSD500 and our dataset after bitstream corruption. SCA refers to Liu’s method [8], while SCA-CS represents our method. (a)(c):

TABLE 11
COMPARISON OF PSNR AND SSIM ON BSD500 DATASET AND OUR DATASET

Dataset Methods PSNR / SSIM in different BER
102 10~% 10>
BSD500 SCA [8] 10.43 7/ 0.2041 | 11.37/0.2811 | 13.80/ 0.5480
SCA-CS | 10.52/0.2070 | 11.47 / 0.2928 | 14.05 / 0.5790
Our dataset SCA [8] 10.98 7 0.3455 | 13.61/0.6610 | 15.31/0.8263
SCA-CS | 11.03 / 0.3515 | 13.66 / 0.6669 | 15.31/ 0.8274

SCA: Liu’s method [8], SCA-CS: our method. The unit of PSNR is dB.

image by adjusting the flip probability parameters, covering
scenarios ranging from slight distortion to severe damage. BER
(Bitstream Error Rate) is an important metric for measuring
the error rate in a data transmission system. It represents
the proportion of erroneous bitstreams to the total number of
bitstreams transmitted within a unit of time. Assuming a BER
of 1075, it means that approximately 1 bitstream error occurs
for every 100,000 bits transmitted by the system.

BER — Number of Erroneous. Bits . @
Total Number of Transmitted Bits

We introduces PSNR and SSIM as image quality metrics
[23] to objectively and quantitatively reflect image quality. As
shown in Figs. 3 and 4, since bitstream errors are randomly
distributed, they may cause varying degrees of image damage.
If the error happens to occur in an unimportant area (such as
a flat background with few details), then even with a large
BER value, the damage to the image may not be obvious. As
a result, images with higher BER may sometimes appear less
damaged than those with lower BER.

Zeroing Baseline Analysis: To prevent misdecoding and
structural misalignment in SCA under high BER conditions,
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TABLE III
COMPLEXITY OF DIFFERENT DECODERS

Dataset Methods | Running Time (s) | Memory Usage (KB) | Peak Memory Usage (KB)
SCA 8] 52202 870.31 934.88
BSD300 | goucs 429.15 506.52 57118
Our dataset | SCA [8] 68.47 878.80 956.52
ur dataset | gca-cs 61.99 507.12 585.13

SCA: Liu’s method [8], SCA-CS: our method of MCU recovery. The running time is measured in seconds
for processing 500 images, while the units for memory usage and peak memory usage are in KB.

this paper introduces a conservative MCU Zeroing Strategy
(SCA-baseline). When an MCU decoding failure occurs, this
method sets all pixels in the block to zero, preventing the
spread of errors and ensuring stability in the recovery process.
Table I presents the PSNR and SSIM results on BSD500 and
our dataset, demonstrating the stability and simplicity of this
approach. As a fault-tolerant baseline, it provides a reference
for performance improvement in future methods. While the
SCA-baseline retains some structural integrity under low BER,
it discards significant image information, leading to noticeable
voids. To address this, the paper proposes SCA-CS, which
leverages valid bitstream data to recover more details without
error propagation.

MCU Recovery: In terms of visual results, we compared
the reconstruction performance of the SCA method and the
proposed SCA-CS method. It can be observed that under
medium-to-low bit error rates, the conventional SCA method
often exhibits two prominent issues: (i) some corrupted blocks
cannot be effectively repaired, leading to obvious missing
regions; and (ii) the overall image tends to suffer from mis-
alignment or shifts, which undermine structural consistency
[24] . These problems are particularly pronounced in scenes
with complex textures and rich details. In contrast, our method
not only enables more corrupted blocks to be effectively
repaired but also recovers textures and structural contours more
faithfully, significantly reducing block misalignment artifacts.
For example, as shown in Figs. 5, the results reconstructed by
SCA-CS exhibit superior edge continuity, detail preservation,
and background smoothness compared with SCA. Therefore,
the visual results not only provide intuitive evidence of the ad-
vantages of SCA-CS but also further validate the effectiveness
and necessity of joint DC and AC coefficient-based restoration.

We evaluated the performance of SCA and SCA-CS in terms
of image quality (PSNR and SSIM), as shown in Tables II. For
the PSNR metric, the PSNR values of our dataset either im-
proved or remained unchanged. On the BSD500 dataset, as the
BER decreases, the PSNR increased from 0.4% to 1%, demon-
strating that our restoration strategy effectively suppresses
error propagation under different conditions, showcasing its
performance advantages. For SSIM, both datasets experienced
a slight decrease under extreme transmission conditions, likely
due to local structural disturbances introduced by the repair of
high-frequency details. However, as the BER decreases, the
SSIM of the BSD500 dataset gradually improved by up to
5.6%, and our dataset also saw an average improvement of
1%, significantly enhancing the image reconstruction quality.

At low bit error rates, the color degradation in some areas

of the image can be attributed to the varying performance of
the restoration algorithm across different regions. While SCA-
CS effectively recovers damaged AC coefficients, especially in
regions with simpler structures and textures, overcompensation
Or erroneous recovery may occur in areas with more complex
color information or finer details, leading to local color distor-
tion. Specifically, filling DC coefficients may not adequately
restore chroma information, causing color degradation in cer-
tain regions. This highlights the need for further optimization
of the restoration algorithm to avoid local distortions and
improve the overall stability and accuracy of color recovery.

The structural integrity and completeness of the image were
significantly improved through MCU recovery. Particularly
under more severe image damage, our method effectively
restores image details. It demonstrates higher robustness under
high bit error rate conditions, enhancing both the usability and
decoding quality of the image.

We also compared the performance of the two decoders in
terms of runtime and memory usage as shown in Tables III.
The results show that, on both datasets, our method reduced
the runtime compared to SCA, improving computational ef-
ficiency. At the same time, it significantly reduced memory
usage and peak memory consumption, effectively minimizing
resource usage. These results indicate that our method not only
enhances image quality but also provides higher efficiency,
making it a highly practical and efficient solution.

V. CONCLUSION

We proposed a novel decoder framework, SCA-CS, which
effectively restores images damaged by bitstream errors. We
created two datasets and performed random bit flips at dif-
ferent error rates on the bitstream level to simulate the in-
terference encountered during network transmission in real-
world scenarios. Additionally, we extended the input image
range from color images to grayscale images, enhancing the
practicality of the decoder. To improve the quality of images
with structural errors, we performed MCU recovery. When a
DC error occurred, the previous correct DC coefficient was
used to fill in the current MCU, thereby recovering more image
information. We also introduced a compressed sensing algo-
rithm to reconstruct the damaged AC coefficients, effectively
restoring the damaged values and significantly enhancing the
image reconstruction quality. Experimental results verified that
our SCA-CS achieved advanced and stable performance in
handling structurally damaged JPEG images.
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