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Abstract— In the realm of Global Navigation Satellite System
(GNSS), detecting spoofing is critical to ensure the reliability and
security of the system. At present, most of the detection methods
have deficiencies in terms of environmental adaptability, data
dependence, and detection stability. This paper presents a satellite
navigation signal deception detection method that considers
abnormal variations in multiple signal features. Compared with
traditional machine learning methods, the proposed method
additional
performance. The experimental results show that our loop

introduces mechanisms to enhance detection
detection mechanism and signal compensation mechanism
introduced based on the overall network further improve the
detection accuracy compared with the single twin neural network.

Keywords—GNSS, spoofing detection, loop detection mechanism,
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L INTRODUCTION

GNSS is used in multiple professional fields such as military
navigation, surveying and mapping technology, and
autonomous driving, with the demand for GNSS increasing
daily. However, due to the considerable distance between
satellite navigation and the ground, the propagation process is
affected by environmental factors, making it susceptible to
interference. Additionally, the open channel modulation
methods and low signal strength make GNSS signals extremely
vulnerable to spoofing interference, posing significant
challenges to the security of navigation systems and related
applications [1][2][3][4]. Therefore, signal spoofing detection
is crucial for the stable and reliable operation of navigation
systems.

To date, navigation signal spoofing detection methods have
undergone several iterations, generally categorized into signal
feature-based spoofing detection techniques, integrated
navigation-based spoofing detection techniques, and
encryption authentication-based spoofing detection techniques.
Akos D.M. et al. [5] proposed a GNSS spoofing detection
method using signal strength information, achieving
preliminary identification of spoofing signals. However, its
strong dependence on specific receiver hardware limits its
generalization across different devices. Lee D.K. et al. [6]
realized spoofing identification based on standard protocol
information using NMEA messages. Still, this method relies on
the accuracy and integrity of NMEA messages and is
vulnerable to message tampering or forgery. Kuusniemi et al.
[7] identified spoofing signals by monitoring abnormal drifts in
GNSS signals. Yet, the detection accuracy and real-time

performance of this method still require further improvement
in complex environments. Most of these methods rely on a
single signal signature, and some require specific hardware.

Furthermore, many scholars have proposed machine
learning-based spoofing detection methods that extract and
learn multi-dimensional data features from received signals.
M.Sun et al. [8]proposed a multi-parameter spoofing detection
method based on support vector machines (SVM), Input to
SVM using singular values of wavelet transform coefficients of
spoofed and real signals, but its detection performance was not
satisfactory. L. Junzhi et al. [9] proposed an improved random
forest algorithm, which achieves high detection accuracy but
exhibits strong dependence on datasets. It requires sufficient
datasets from corresponding spoofing scenarios to train the
model before conducting spoofing detection in those scenarios.
Additionally, D. Miralles et al. [10] proposed a spoofing
detection method combining signal strength, noise power, and
carrier-to-noise ratio in their research, aiming to improve
detection accuracy through multi-parameter fusion. These
machine learning-based methods for deception detection have
higher detection accuracy but are highly dependent on the
dataset.

Aiming at the deficiencies of existing spoofing detection
methods regarding environmental adaptability, lack of real-
time mechanism and detection stability, this paper proposes a
spoofing detection method based on compensated cycle neural
network for satellite navigation signals.

In this study, we consider the effects of power, carrier-to-
noise ratio, pseudorange, Doppler frequency and carrier phase
on real GNSS signals. We analyze and extract features by
multi-feature fusion analysis and feature engineering, then use
TNN to fit the similarity between real GNSS signals and
spoofed GNSS signals. Specifically, we improve TNN for
better performance: we use LSTM to predict signal features
from historical data and perform TNN classification based on
actual received signals versus current window predicted signals
to detect spoofing.

Considering that using spoofed signals for subsequent LSTM
prediction reduces the learning effect of normal signal features,
a compensation model is introduced. The idea of the
compensation model is to consider the received spoofed signals
as false satellite signals at the far end and then compensate them
as received noise signals. Specifically, we refined this module
using CVAE: We improved the classification detection module
by cycling the LSTM prediction mechanism and the signal
compensation mechanism to realize a new spoofing detection
mechanism.
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II.  MODELING
Since the GNSS navigation signal will inevitably be affected
by the environment during reception, such as fading, multipath
effect, and the impact is larger in the dynamic environment.
Disregarding dynamic conditions, the signal under the receiver
can be expressed as:

S@®) =S, +Ss()+n() )

Where §,(¢) denotes real satellite signals, S;(z) denotes
spoofed signals, and n(#) denotes noise.

In dynamic environments, current spoofing devices cannot
perfectly replicate all the characteristics of a real GNSS signal,
so inevitable differences between key signal parameters still
exist. Given this, we can detect spoofing by observing the
fluctuations of key parameters of the received signal.

The GNSS spoofing detection algorithm based on the
LSTM-TNN-CVAE network that we proposed is shown in
Figure 1. It is elaborated as follows:

(1) First, observation data from the TEXBAT [11] dataset is
used, which contains five key parameters: power, carrier-to-
noise ratio, pseudo-distance, Doppler frequency and carrier
phase. Subsequently, data preprocessing is performed to
normalize the last four observational data metrics of different
satellite signals with the power and average carrier-to-noise
ratio of the received signals to ensure consistency and
reliability of the analysis.

(2) The segmented TEXBAT-Clean dataset is trained and
tested using LSTM to verify the prediction performance of
LSTM and output the predicted data.

(3) Train the TNN model and the CVAE model. The TNN
model is trained by classifying labels, using the dataset in clean
scenarios versus the dataset in spoofing scenarios , so that the
TNN is able to classify the judgment of the received signals;
And the CVAE model is trained, so that the TNN is able to
compensate the received data to be normal after detecting
spoofing at a specific point in time.

(4) Assuming that the initially received signal is an authentic
signal, the partial time data segments of the received dataset
(clean) are input into the LSTM to predict the authentic signal
data for the next time window. Subsequently, the freshly
received signal is combined with the predicted authentic signal
data and input into the TNN classification network to detect the
freshly received signal data.

(5) Regarding step (4): When no spoofing signal is detected,
the received signal data is fused with the initial authentic signal
data and fed into the LSTM for the next round of prediction and
detection modeling. Otherwise, if a spoofing signal is detected,
the received signal data is input into the CVAE compensation
network, which compensates the data to be treated as authentic
signal data. This compensated data is then fused with the initial
authentic signal data to enter the subsequent processing cycle.

(6) Repeating the execution of steps (4) and (5) forms a
complete "prediction-detection-compensation" cyclic neural
network framework.

As illustrated in Fig. 1, through the analysis of distinct
features between authentic signals and spoofing signals,
combined with sliding temporal window-based LSTM
prediction, a novel approach for spoofing detection has been
successfully developed.
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Fig. 1. Spoofing Detection Flowchart

III. METHODS

A.  LSTM prediction

LSTM is a special variant of Recurrent Neural Network
(RNN) that excels in processing and predicting time series
related data. Structurally, it consists of a storage unit, an input
gate, an output gate and a forgetting gate.

I, = G()(tVI/xi +H,_ W, +bi) (2)
F=o (X W, +H W, +b) ()
Ot = G(XtVI/xU +Ht—1Vth +bu) (4)

B.  Twin neural network classification

The twin neural network, a specialized neural network
architecture, is composed of a weight-sharing base network and
a similarity calculation head network [12] . The base network
comprises two sub-networks with identical weights and
parameters. In this study, these sub-networks employ LSTMs
to project input time series into a low-dimensional feature space,
yielding the feature vectors of the two input sequences (as
defined in Equation 5). Following the extraction of temporal
features from both input sequences, the Euclidean distance
between these two feature vectors is computed (as presented in
Equation 6). The head network integrates a 32-unit fully
connected layer (with ReLU activation) and a 1-unit fully
connected layer (with Sigmoid activation) to construct a
classifier and output the similarity score (as detailed in
Equation 7). The loss function employs binary cross-entropy
(as illustrated in Equation 8).

£(x,0) = Dense, (LSTM (LT, (x))) (5)

a= [ty ©

y=cW-[f; fr;d]+b) )

. :_%Z[y" log(p,)+(1—y)log(l-p)] (8)

Here, x represents the input time series, where m and n
denote the length of the time series and the feature dimension,
respectively. f,, and f,, are the k elements of the n-dimensional
feature vectors output by the two base networks, respectively.
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W and b are the parameters of the 32-unit fully connected layer

in the head network; o(s) denotes the sigmoid activation
function, which outputs a probability value—if the probability
exceeds the threshold, the pair is classified as the same class;
otherwise, it is classified as different classes. y, represents the
label of the sample pair, and p; is the probability predicted by
the model that the two samples are dissimilar.

Based on the TNN model, we set a threshold (0.5) for the
output probability to classify the predicted signal data and the
actual traversal signal data, thereby deriving the classification
result of the actual traversal signal data.

C. CVAE compensation

The Conditional Variational Autoencoder (CVAE) model
primarily comprises an encoder and a decoder. The encoder
encodes input data x and conditional information ¢ into
distribution parameters of the latent space, which are assumed
to follow a simple standard authentic distribution to ensure the
continuity and completeness of the latent space (Equation 9).

z~N(0,1) ©)

Since the posterior probability is intractable to compute,
CVAE introduces variational inference, utilizing a recognition

model to approximate the true posterior probability distribution.

The KL divergence measures the discrepancy between these
two distributions, and the likelihood function is maximized to
solve for unknown parameters (Equation 10).

q(z| x,¢) = N(z; (), 0° ()] (10)

To achieve effective approximation, minimizing the KL
divergence between the two distributions is required. Given the
non-negativity of KL divergence, maximizing the likelihood
function can be reformulated as maximizing the Evidence
Lower Bound (ELBO).

The ELBO consists of a reconstruction term for data fitting
and the KL divergence term. Balancing these two components
enables the model to simultancously possess generative
capability and generalization performance (Equation 11).

ELBO=E,,[logp(x| z,¢)] - KL(q(z | x,c) || p(2)) (11)

Where y and o are output by the encoder neural network.

When the KL divergence is slight, the approximate a
posteriori is similar to a priori, and the KL divergence is
simplified and calculated as:

KL 9 p@) =5 X (07 44> ~1-loga?) (12

Here, d denotes the dimension of the latent variable z , and i
represents the dimension of the input samples.

Based on the CVAE model, we utilize the encoder to receive
the deceptive signal segments and conditional information,
mapping them to the mean and variance vectors in the latent
space. The decoder, based on the sampled values from the latent
space and conditional information, generates the compensated
normal signals.

IV. NUMERICAL VALIDATION
A.  Data preprocessing

Considering that signal data from different satellite IDs are
collected in the TEXBAT dataset simultaneously, processing
satellite IDs might cause the model to learn incorrect
dimensions, further reducing accuracy. Therefore, we adopt
one-hot encoding to convert different TXID numbers into

binary vectors, where each category corresponds to an
independent dimension. This approach avoids issues related to
numerical order while clearly distinguishing between different
categories. Based on one-hot encoding, the feature dimension
of the dataset comprises six navigation signal features (carrier-
to-noise ratio, pseudorange, Doppler frequency, carrier phase,
power, average carrier-to-noise ratio) plus a 14-dimensional
TXID one-hot encoding.

For the LSTM prediction network in this study, the static
(clean) dataset is used: the first portion of the data, with 80% of
the dataset allocated as the training set and the remaining data
used as the test set to validate the prediction performance of the
LSTM.

For the single Twin neural network classification network,
the TEXBAT mixed dataset is employed: 80% of the dataset
serves as the training set, and the rest is used as the test set to
validate the classification performance of the TNN.

For the Twin neural network classification network and
CVAE compensation network in the integrated network,
spoofing scenarios (ds3, ds7) and the static (clean) dataset are
utilized. Specifically, the datasets correspond to data collected
after the start of spoofing time points in the two scenarios (i.e.,
datasets after 105s and 110s, respectively). Here, 80% of the
data is used as the training set, and the remaining data is used
as the test set to validate the classification performance of the
TNN and compensation performance of the CVAE. For the
overall detection process of this study, data from the spoofing
scenario (ds2) and static (clean) scenario are used to validate
the deception detection performance of the overall model.

B.  LSTM model training

The preprocessed navigation signal feature sequence is
received, with an input shape of (100, 20). An LSTM layer
composed of bidirectional LSTM units is used to capture the
time-series features of the navigation signals. It outputs
predictions with the same feature dimension as the input, using
a linear activation function to predict the subsequent part of the
navigation signal. The front segment of normal signals is used
as the training set input, and the corresponding true back
segment serves as the target output. Mean Squared Error (MSE)
is adopted as the loss function, and the Adam optimization
algorithm is used for training. A batch size of 32 and a learning
rate of 0.01 are set, with ten epochs of iterative training
conducted until the model’ s performance stabilizes on the
validation set. Two Dropout layers with rates of 0.2 and 0.3 are
utilized to prevent overfitting.

C. TNN model training

We construct two types of sample pairs: positive sample
pairs and negative sample pairs. Through two LSTM networks
with identical weights, we extract temporal features and
compute the Euclidean distance between the outputs of the two
networks. The feature vectors and the distance are concatenated
and then passed through two fully connected layers with ReLU
and Sigmoid activation functions, respectively, to calculate the
probability of similarity or dissimilarity. Binary cross-entropy
is adopted as the loss function, and the Adam optimization
algorithm is used for training. A batch size of 32 and a learning
rate of 0.01 are set, with ten training epochs performed until the
model's performance stabilizes on the validation set. A Dropout
layer with a rate of 0.3 is employed to prevent overfitting.
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D. CVAE model training

We utilize the TXID numbers from different satellite signals
as conditional information and extract spoofed signal samples
and corresponding normal signal samples from the TEXBAT
dataset. The encoder layer comprises a 64-unit LSTM layer and
an 8-unit Dense layer, while the decoder layer includes a 64-
unit LSTM layer, a 20-unit Dense layer, and finally a Dense
layer with Sigmoid activation. Spoofed signal samples are used
as the model’ s input, and normal signal samples serve as the
target output. A combination of reconstruction loss and KL
divergence loss is adopted. The reconstruction loss measures
the discrepancy between the generated signals and the target
normal signals, while the KL divergence loss ensures that the
latent space distribution approximates the standard normal
distribution. During training, the loss function uses -ELBO, and
reparameterization is employed to address backpropagation.
The Adam optimization algorithm is used for training, with
multiple epochs of iterative training conducted until the model’
s performance stabilizes on the validation set.

V. RESULT ANALYSIS

To evaluate the classification performance of the algorithm,
we use the confusion matrix and ROC curves and F1 scores as
the evaluation metrics, and the four cells of the confusion
matrix correspond to TP, FP, TN, and FN, respectively.

As shown in Table 2, LSTM-TNN-CVAE has better spoof
detection performance compared to other methods (e.g.,
SQM[13], ANC[14]). In the ds3 scenario, we use a clean static
dataset and ds2 for training and ds3 for testing, which alleviates
the dependence on the dataset in the new environment to some
extent.

On the basis of TNN network, we take the prediction data
obtained by using historical real signal prediction as a
benchmark and then determine whether it is to spoofing or not,
here we use clean static dataset and ds2 as well as ds3 as
training and ds7 as well as clean static dataset as testing, as
shown in Tab. 3, the LTCN network has a better performance
in spoofing detection performance.

In the TNN network, two satellite signal data are deemed to
be the same class and labeled as 0, and two satellite signal data
are deemed to be different classes and labeled as 1. The related
indexes are shown in Fig. 2. The TNN network pair has better
classification performance.

While in the LTCN network, the satellite signal data received
during the test is deemed as normal and labeled as 0, and is
deemed as spoofing and labeled as 1, and the related indexes
are shown in Fig. 3.

In experiments using the TEXBAT dataset, the twin neural
network achieved 91.48% classification accuracy on the mixed
dataset. In the recurrent detection test, the neural network
achieved an overall detection accuracy of 94.92% on ds7.

Here are some limitations in our experiments :

In step (4), if the signal initially received a spoofed signal,
we must convert it within the compensation model using the
normal signal dataset as a reference. However, this signal may
contain significant errors and requires subsequent reception of
normal signals for correction.

Due to the high complexity of experiments in real-time
dynamic environments, this study only tested the dataset. For
cost reasons, testing in the real-world dynamic GNSS
environments was not conducted.

Tab. 2. Performance comparison of LTCN with other methods

Algorithm Accuracy Precision Recall Fl1
LTCN 95.32% 94.76% 99.61% 96.91%
ANC 91.22% 92.34% 99.06% 95.58%
SQM 69.86% 87.77% 75.35% 81.08%

Tab. 3. Performance comparison of Twin Neural Networks and LTCN

Algorithm Accuracy Precision Recall F1
TNN 91.48% 90.69% 99.52% 94.89%
LTCN 94.92% 94.36% 99.61% 96.91%

ROC curve

Confusion Matrix
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Fig. 2. Confusion Matrix and ROC curve of Twin Neural Networks
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Fig. 3. Confusion Matrix and ROC curve of LTCN

VI. CONCLUSIONS

Given the lack of real-time detection mechanism and
insufficient detection progress of existing methods, this study
explores a spoofing detection compensation cycle network
structure based on GNSS multi-signal features and proposes the
LSTM-TNN-CVAE algorithm. Under the condition that the
historically acquired signals are not spoofed, LSTM is utilized
to develop new reference data, and the predicted and actual
received signal features are input into the TNN classification
network for spoofing detection, and finally the introduction of
the CVAE compensation network is used to advance the
spoofing detection process.

After incorporating the loop detection mechanism and signal
compensation mechanism, detection accuracy saw a certain
degree of improvement. Although the initial training of the
relevant neural network takes time, and is slightly complex, the
whole neural network proposed in this study can be to some
extent adapted to the data trends of GNSS signals in new
environments. provides several potentially useful new
mechanisms for detecting deception signals.
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