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Abstract—Wireless telecommunications networks are growing
rapidly, and at the same time, there are increasing concerns
about privacy and data security. In this context, Radio Fre-
quency Fingerprinting (RFF) has emerged as a potential security
solution at the physical layer, especially in the identification
of IoT devices. RFF helps identify electronic devices based on
the unique characteristics of the radio signals emitted by each
device. In this study, we leverage advanced machine learning
techniques, including metric learning and deep neural networks,
to enhance the efficiency of mobile device identification and
authentication. The identification problem is divided into two
main tasks: Identifying known devices and detecting unfamiliar
or unknown devices, thereby ensuring the security of wireless
networks in protected areas. By combining deep neural networks
with metric learning, we achieve high accuracy and effective
performance in open-set recognition. This approach not only
improves identification accuracy but also adds an extra layer
of security against potential threats in wireless networks.

Index Terms—Radio Frequency Fingerprinting, Signal Process-
ing, RiftNet, OpenSet Problem, Metric Learning.

I. INTRODUCTION

Nowadays, with the rapid development of telecommunica-
tion networks, network system security has become one of the
major concerns, especially in protecting user privacy. Radio
Frequency Fingerprint (RFF) is an emerging technology used
to identify devices by analyzing the unique characteristics of
the signals they transmit. This process, also known as SEI (Se-
cure Entity Identification), involves distinguishing individual
transmitting devices by comparing their RFF with the received
signals [1] [2]. This method has attracted particular attention in
the IoT field, where accurate device identification is important
for security and management [3] [4].

RFF is derived from the hardware features inherent in
different devices, allowing for efficient device identification
[3]. The identification process typically involves three main
steps: Feature identification, feature extraction, and device
classification [5]. By collecting and processing radio signals
from devices, RFF identification systems can learn and store
the immutable hardware-based characteristics of each trans-
mitter, thereby facilitating reliable authentication [6] [7].
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A distinct advantage of radio frequency fingerprinting (RFF)
techniques is their ability to achieve high accuracy. Further-
more, RFF identification protocols allow the device to transmit
signals as usual, while the wireless waveforms are analyzed
to identify a unique fingerprint [8]. This capability enhances
network security by providing a robust authentication method
at the physical layer, in contrast to traditional identification
methods that are more susceptible to spoofing and attacks [9].

One notable advancement in this field is the use of deep
neural networks such as RiftNet, which effectively capture pat-
tern features in radio signals for accurate device identification
[10]. In the original study, RiftNet was proposed to classify
wireless signals such as Wi-Fi and ADS-B, focusing solely
on the closed-set classification problem without addressing
the challenge of identifying previously unseen or unknown
devices.

In this research, we leverage machine learning and deep
learning models to identify devices, and the results show
remarkable effectiveness. In particular, the RiftNet model
achieves the best results, with high accuracy and stability in
distinguishing devices. Besides, we further extend the original
RiftNet by combining it with metric learning to not only clas-
sify known devices but also detect previously unseen ones. Our
approach addresses both closed-set and open-set identification
problems, thereby demonstrating the great potential of this
field.

II. RELATED WORKS
A. Transient Detection in Radio Signal

The radio signal is comprised of three main states: Noise,
transient, and steady state, as shown in Figure 1. The signal
of each device will have unique characteristics due to many
differences in design and the randomness of the transmitter.
The transition phase exhibits the most variation in wave
energy, oscillation, and duration before entering the steady-
state phase. Properly detecting and extracting features from the
transient state is very important, as it can significantly affect
the accuracy of machine learning classification algorithms.
Two common transient detection methods that are widely used
are Bayesian change point detection and Phase-Based detection
[11]. The Bayesian change point detection method is based on
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the change of fractal (fractal dimension), which was calculated
by the Higuchi method. The fractal dimension of the noisy
part is higher than the transient part, so the starting point
of the transient signal is determined at the highest statistical
change. Besides, Phased-Based detection relies on the linear
phase variation characteristic during the transition period. The
Hilbert transform was used to extract the instantaneous phase
and analyze the phase shift based on the window time, and
then the characteristic phase region of the transient can be
identified. After detecting the transient signal, we can easily
separate the steady signal part.
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Fig. 1. Components of a radio signal

B. Signal Recognition with Machine Learning and Deep
Learning

Authenticating a user in a wireless environment is challeng-
ing due to the many different factors involved, and the most
reliable way to authenticate is to analyze the signals emitted
by the devices. Some machine learning approaches, such as
support vector machines (SVM), k-nearest neighbor (KNN),
and multiple discriminant analysis (MDA), utilize statistical
features extracted from the transient phase and steady phase
to classify users [12]. This approach requires the transient
detection technique to be very exact to separate the transient
and steady state accurately.

On the other hand, a deep learning approach such as
RiftNet takes the whole signal as input and tries to learn the
signal pattern to classify it [10]. This approach is especially
convenient because it does not require us to detect the transient
properly, less complicated.

However, the original RiftNet model has not been explored
in the context of identifying previously unseen or unknown
devices. This remains a crucial challenge in real-world sce-
narios where new devices can dynamically join the network.
Addressing this open-set recognition problem is essential for
improving the robustness and practical applicability of RFF-
based identification systems.

III. METHOD
A. RFF with Machine Learning

No. | Feature Name Feature Group

Duration of the transient signal

Total energy of the transient signal

Standard deviation of the instantaneous phase of
the transient signal

Entropy of the instantaneous phase of the tran-
sient signal

Transient Signal

W =

~

Total energy of the transient signal envelope

} . . Envel
Variance of the transient signal envelope nvelope

Length of the transition energy distribution
Slope of the transition energy distribution
Variance of the total transition energy distribu-
tion

10 | Maximum value of the total transition energy
distribution

11 Cubic coefficient in the polynomial approxima-
tion of the total transition energy distribution

O 00 | A\ W

TFED-Time

12 | Maximum value of the total transition energy
distribution

13 Variance of the total transition energy distribu-
tion

TFED-Frequency

TABLE I
TFED FEATURES EXTRACTED FROM THE SIGNAL

1) Utilize TFED characteristics of Signal: TFED (Time-
Frequency Energy Distribution) utilizes the Hilbert-Huang
transform to analyze the signal in the frequency and time
domains to extract the characteristic energy distribution of
transient components. The difference in the transient character-
istics of signals of different devices was mined to extract input
features. These features, which fall into groups such as Tran-
sient Signal, Envelope, TFED-Time, and TFED-Frequency, are
detailed in Table L.

However, the most challenging aspect of this method is
extracting the features manually. This process relies heavily
on detecting transients of the signal accurately, and this is not
easy in practice, especially when a low sampling frequency
results in very few data points in the transient can lead to
missing important information.

2) Utilize Instantaneous Phase Characteristics of Signal:
RF Fingerprinting based on the transient signal utilizes a
high level of statistical features, including skewness, kurtosis,
and variance were extracted from three instantaneous com-
ponents of the signal: Instantaneous amplitude, instantaneous
frequency, and instantaneous phase. These features reflect
the asymmetry, sharpness, and dispersion, which are directly
affected by micro-hardware distortions during the broadcast,
creating unique identification marks for each device.

B. RFF with RiftNet

Deep learning has shown its potential with recent advances
and various amazing results. In the RF Fingerprinting field,
the RiftNet model, which was proposed by J Robinson and
his colleagues, has shown that deep learning can perform
well and point out its potential [10]. RiftNet consists of two
main branches: The left branch (A) and the right branch (B),
as shown in Figure 2. The left branch processes the long
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Fig. 2. RiftNet architecture. We get this figure from: RiftNet: Radio Frequency
Classification for Large Populations, Josh Robinson, Scott Kuzdeba, BAE
Systems.

input signal 16 us, while the right branch processes shorter
input signals, only 2.5 ps. Two branches utilize DCC (Dilated
Convolutional Cells) blocks with different dilated ratios to
extract information at different times, which helps the model
learn the RF signal pattern better. The intermediate results
are combined through skip connections and then fed into the
classification layer.

C. Metric Learning and Open Set Problem

While closed-set RF fingerprint requires the model to clas-
sify exactly the class of the device that is known in the training
set, open-set recognition poses a new difficult challenge: The
System not only must recognize known devices but also
recognize unknown devices that it has never seen before. This
is an important demand for security systems or radio spectrum
monitoring, where a new or fake device that has not been
registered could be detected.

To address this, we extend RiftNet by removing the softmax
classification layer and applying metric learning. Instead of

training the model to predict specific classes, we train it to
learn a latent space where samples of the same class are
pulled closer together, and samples of different classes are
pushed apart. This enables the model to capture deeper patterns
independent of fixed classes.

Specifically, after training, the softmax layer is removed
and the model is used as a feature extractor, generating 128-
dimensional latent vectors from the training set. To simu-
late an open-set scenario, three classes are excluded from
training and only appear in testing as unknown devices. The
latent vectors are then stored on the vector database FAISS
(Facebook AI Similarity Search) [13]. For recognition, we
leverage discriminative methods for open-set recognition [14],
which focus on decision boundaries between known classes
and identify unknown classes by assigning low confidence or
using a threshold. When encountering a new device, the system
determines it as unknown based on its distance to known
devices in the latent space.

IV. EXPERIMENT

Brand Device Model
LG G4
Xiaomi Mi 6
Samsung S3
Samsung 17
Samsung Note 2
Samsung Note 3
Apple iPhone 4s
Apple iPhone 5
Apple iPhone 5s
Apple iPhone 6
Apple iPhone 6s
Apple iPhone 7
Apple iPhone 7 Plus
TABLE II

LIST OF BLUETOOTH DEVICES IN THE 250 MSPS DATASET

In this research, we leverage the Bluetooth dataset in the
work of Emre Uzundurukan et al. [12]. This dataset was
recorded from Bluetooth signals with a sampling rate of 250
Msps from mobile phone devices of 5 branches. Each device
accounted for 150 samples, which created 1950 records in
total from 33 different devices. This dataset was used for
the research and development of the RFF methodology for
Bluetooth devices. Notably, the original study used machine
learning to classify devices by brand, not individual devices.
It also did not consider identifying new, unseen devices, which
is important for real applications. The dataset was split into two
portions: 80% for the train set and 20% for the test set.

1) RFF with Machine Learning: We used some common
and popular classification machine learning models to iden-
tify users, such as Support Vector Machine (SVM), Linear
Discriminant Analysis (LDA), Decision Tree, Random For-
est, XGBoost, CatBoost, and Gradient Boosting. We imple-
ment them by using library scikit—-learn, XGBoost, and
CatBoost with default hyperparameters to ensure objectivity
in comparison. The training and testing were performed on the
same dataset for the unified.
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2) RFF with RiftNet: In this experiment, we trained the

Training Loss

RiftNet model in 100 epochs. The optimization algorithm used 341
is Adam with a learning rate is le-4. The loss function cho-
sen is cross—entropy, which is suitable for classification 3.2 1
problems.
3) Metric Learning and Open Set Problem: After training 2 3.0
RiftNet, we removed the softmax classification layer and ap- 3
plied metric learning with contrastive loss, training the model -
for an additional 20 epochs. We then extracted latent vectors '
of known users and indexed them using FAISS for querying
and evaluation. A threshold of 1.0 on the Euclidean distance 2.6
in the embedding space was set to distinguish known from p o - s o o
unknown users. Epoch
V. RESULT Fig. 3. Loss function over training epochs of RiftNet
Model Training Set Accuracy | Test Set Accuracy Training Accuracy
Support Vector Machine 67.42% 42.22% 1.0 -
TABLE III 0.9 4
PERFORMANCE TABLE OF MACHINE LEARNING MODELS USING THE
INSTANTANEOUS PHASE FEATURES OF THE SIGNAL 0.8 1
> 0.7
E
S 06
2
Model Training Set Accuracy | Test Set Accuracy 0.5 -
Linear Discriminant Analysis 73.64% 72.93%
Decision Tree 100% 56.57% 0.4 1
Random Forest 100% 69.19%
XGBoost 100% 70.61% 031
CatBoost Tree 99.12% 72.12% . . . . . .
Gradient Boosting 99.55% 65.35% 0 20 40 60 80 100
Epoch
TABLE IV pos
PERFORMANCE TABLE OF MACHINE LEARNING MODELS USING THE TFED . . .
FEATURES OF THE SIGNAL Fig. 4. Training accuracy over epochs of RiftNet
Test Accuracy
1.0
1) RFF with Machine Learning: The tables III and IV have
shown that machine learning models have reached absolute 091
results in the trainset but significant degradation on the test 0.8 1
set. This reflects overfitting-when the model memorizes the
training data but does not generalize well to new data. One g 0.7
important reason is the difficulty in extracting features from g 06
the transient state, especially in determining exactly endpoint,
which leads to noisy features and decreases classification 0.5
performance. This also pointed out that manual features like 04 ]
instantaneous phase or TFED are not enough for complex '
signal situations, and switching to a deep learning model like 031 ; : . , :
RiftNet is necessary to extract hidden information in the radio 0 0 40 Epach 6o 80 100
signal.
2) RFF with RiftNet: The RiftNet training result shows that Fig. 5. Test accuracy over epochs of RiftNet

the model converges quickly and stably, with the loss function
dropping quickly in a few beginning epochs and slowly stable
(Figure 3), reflecting the ability of efficient learning of signal
feature in the beginning.

Classification performance on trainset (Figure 4) and testset
(Figure 5) has gradually increased through epochs, reflecting
the learning ability of deep learning and generalization of the
model. The best result has been reached at epoch 96, with

accuracy on the trainset reached 99.4% and test set reached
96.57%.

However, performance on the test set has a slight fluctuation
between epochs. The reason is test set is quite small and not
diverse, which has led to the model being influenced by data
distribution shift.
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Fig. 7. t-SNE visualization of the feature vectors in FAISS.

3) Metric Learning and Open Set Problem: After apply-
ing metric learning, the latent space shows clear clusters
corresponding to known users, as illustrated in Figure 7.
Specifically, devices belonging to the same class are grouped
into neat clusters and clearly separated from other classes.
This cluster structure emphasizes the discriminative ability of
the extended RiftNet model and shows that previously unseen
devices are easily identified as outliers in the latent space.

The model is further tested on a mixed test set consisting of
both known and unknown devices. As illustrated in Figure 8§,
the confusion matrix exhibits a clear cross-sectional pattern, in-
dicating high and stable prediction accuracy for known classes.
Some misclassifications mainly occur in the “unknown” class,
which is expected in challenging open-set scenarios. Overall,
with a threshold of 1.0, the system achieves 97.05% accuracy
in distinguishing between known and unknown users.

This result demonstrates the strong generalization ability
and high potential of RiftNet combined with metric learning
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Fig. 8. Confusion matrix on the test set (including unknown users)

for device authentication based on radio signals in a practical
open-set scenario.

VI. CONCLUSION

This research has shown the potential of applied machine
learning and deep learning in RF fingerprinting. The RiftNet
model achieved promising results in signal classification and
device identification. However, improving the diversity of the
test set is still a challenge.

In the future, we plan to experiment with our methods
on larger and more diverse datasets, including the Bluetooth
dataset used in RiftNet, to improve the detection of unknown
devices. We will then continue to develop methods to detect
anomalies or unknown devices in protected areas with high ac-
curacy and generalize to meet the increasing security demands
in wireless networks.
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