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Abstract—We propose an improved model for DiffuseTrace,
which is a watermarking method that uses latent diffusion models.
First, DiffuseTrace encodes a message into a watermark. Then, it
inputs the watermark into a variational autoencoder (VAE). The
resulting latent space is then used to generate the stego-image.
However, this method of encoding messages has one limitation:
the length of the message is fixed, requiring VAE reconstruction
whenever the length changes. To solve this problem, we propose
a converter consisting of an encoder and a decoder based on
random networks. Our method enables the handling of arbitrary
message lengths without reconstructing the VAE. We evaluated
the image quality of stego-images generated using this method,
as well as the accuracy and robustness of the watermarks against
attacks. The results confirmed that our method achieves higher
accuracy and robustness against attacks while providing image
quality comparable to that of DiffuseTrace. Furthermore, we
found that our method can support message lengths up to 20
times longer than DiffuseTrace.

I. INTRODUCTION

Image generation artificial intelligence (Al) is a promising
technology since it enables users to easily create high-quality
images by describing the desired subject in a prompt. Examples
of these Als include DALL-E [1], Imagen [2], and Stable
Diffusion [3]. However, these models can also be used to create
realistic fake images for malicious purposes. Therefore, there
is a need for ethical and legal discussions regarding the use
of image-generating Al [4]. One promising type of generative
model used for image generation is the diffusion model [5], [6].
These models consist of a forward diffusion process that adds
noise to an image and an inverse diffusion process that removes
the noise using a deep learning model. Diffusion models offer
high generative quality, a variety of applications, and remarkable
learning stability, which was not found in previous generative
models [3]. However, they tend to be computationally expensive
because they process images at their original size. Consequently,
the latent diffusion model (LDM) [3] was proposed as a model
that overcomes the shortcomings of the diffusion model. LDMs
incorporate a variational autoencoder (VAE) [7] into diffusion
models to achieve high-quality and efficient image generation.
A VAE is a network that maps input data into a low-dimensional
latent space and reconstructs the original data from that space.
Using the latent space generated by the VAE significantly
reduces the computational cost of the LDM while maintaining
high image generation capability. During image generation, a
trained LDM can produce images based on a prompt using only
random initial noise.
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As Al technology for generating images advances, it becomes
increasingly difficult to distinguish between generated and real
images. There is a risk of misinformation spreading due to the
misuse of these images [8]. Therefore, it is necessary to explicitly
indicate when and by whom the image was generated. One tech-
nique for this purpose is watermarking, which embeds invisible
information into images. Watermarking embeds information by
making imperceptible changes to digital content [9]. Using the
creator’s information as a watermark can identify the creator
and also distinguish the generated image from the real one.
However, Zhao et al. [10] recently demonstrated that watermarks
embedded using different post-processing techniques [11] can
be effectively removed through image reconstruction with diffu-
sion models.Consequently, methods for embedding watermarks
during image generation are necessary.

DiffuseTrace [12] is a watermarking method that can resist
removal attacks and achieve high extraction accuracy, image
quality, and robustness. It embeds the watermark into the initial
noise of a LDM. A dedicated VAE is introduced for embedding
and extracting the watermark. This VAE, referred to as the
watermarking VAE, is separate from the VAE inherent in the
LDM. DiffuseTrace is a multi-bit watermarking method that can
embed any N-bit message. Before inputting an arbitrary message
into the watermarking VAE, the encoder network encodes it into
a 64 x 64 x N dimensional watermark. Since the dimension
of the input layer of the VAE depends on N, when the message
length N changes, the VAE needs to be reconstructed. To address
this, we introduce a random network with a constant output
layer dimension as the message encoder. We have made two
contributions. First, the proposed model can embed messages of
any length without reconfiguring the VAE. Second, the model is
both scalable and flexible.

The rest of this paper is organized as follows: Section II pro-
vides detailed explanations of the Variational Autoencoder and
the Latent Diffusion Model architectures. Section III introduces
DiffuseTrace, an existing watermarking method relevant to this
study. Section IV describes the proposed method. Section V
presents the experimental setup and discusses the evaluation
results. Finally, Section VI concludes the paper.

II. BACKGROUND

A. Variational Autoencoder

The VAE [7] is the main network used for both generating
images inside the LDM and converting watermarks into latent
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Fig. 1. Structure of Latent Diffusion Model: The latent space generated from
VAE encoder is input into the diffusion model to create an image.

variables. The VAE is a generative model composed of two
structures: an encoder and a decoder. It learns an identity
mapping between its inputs and outputs. Specifically, when a
tensor of size H X W x C is input to the VAE encoder, it is
mapped to a lower-dimensional latent space. The VAE’s latent
space is represented by a high-dimensional normal distribution
characterized by a mean vector p and a standard deviation vector
o. Consequently, the latent variable z in the latent space is
expressed as

z=pu+o00eE. (1)

where, € is noise that follows a standard normal distribution,
N(0, I), where I is the identity matrix. The symbol © denotes
the Hadamard product. The latent variable z is then input into
the decoder, which reconstructs the original input .

When this VAE is applied to an image, the latent space
is obtained as a compressed representation of the image.
Conversely, an image can be generated by inputting arbitrary
Gaussian noise into the image VAE’s decoder. Similarly, when
this VAE is applied to a watermark, the latent space provides a
compressed representation of the message. The original message
can be restored by inputting arbitrary Gaussian noise into the
watermarking VAE’s decoder.

B. Latent Diffusion Model

The LDM consists of a diffusion model and a VAE [3]. The
model can generate high-quality and efficient images. Figure 1
illustrates the structure of the LDM. First, a high-dimensional
image x is compressed by the VAE’s encoder and mapped into
a low-dimensional latent space zy. This latent space z is then
input as the initial value of the diffusion model. The diffusion
model has two processes: a forward diffusion process and an
inverse diffusion process. In the forward diffusion process, each
step is represented by a Markov process. At each step, Gaussian
noise, represented by ¢, is added to the latent space z;. Finally,
the latent space is approximated by a Gaussian distribution.

The inverse diffusion process transforms noise back into the
original latent space, which is necessary for generating images.
However, it is difficult to formulate this inverse process. Thus,
the inverse diffusion process is trained using the U-Net [13]. The
trained U-Net can estimate the noise added during the diffusion
process. Then, the original latent space can be reconstructed by
removing the estimated noise. Finally, the latent space obtained
by the inverse process is input into the VAE decoder. Then, an
image & is generated.
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Fig. 2. Structure of DiffuseTrace: E and D represent the encoder and decoder
of watermarking VAE, respectively.

III. RELATED WORK
A. DiffuseTrace

DiffuseTrace [12] is a watermarking method that uses a
LDM. It consists of a LDM for image generation and a VAE
for encoding and decoding messages. We call this VAE the
watermarking VAE to distinguish it from the VAE inherent in
the LDM. Roughly speaking, the watermark is embedded in
the initial noise of the LDM when generating the stego-image.
However, the embedding operation does not actually exist. As
described in II-A, the stego-image is strictly speaking generated
by providing the latent noise output from the watermarking VAE
as input to the image VAE’s decoder.

In DiffuseTrace, an N-bit message m = (m,my,...,my)",
where m. € {0,1}(¢c = 1,2,---,N), is encoded into a
64 x 64 X N-dimensional tensor. This tensor is used as the
watermark M. The value of My, corresponding to the c-th
channel of the watermark M is given by My, = m., where
h=1,2,--- ,64andw =1,2,---,64. In other words, a 64 x 64
matrix of zeros or ones is generated for each channel. The
watermark M is encoded by the watermarking VAE’s encoder.
The resulting latent variable is then used as the initial value
for the LDM. This latent variable is referred to as the initial
latent noise. When the initial latent noise is provided, the LDM
generates an image. Consequently, the generated stego-image
implicitly contains the watermark.

Next, we will describe the message decoder. When the stego-
image is input into the LDM, the latent noise is restored via
an inverse diffusion process. The restored latent noise is then
fed into the decoder of the watermarking VAE. As a result, the
estimated watermark M is obtained. By spatially averaging its
component Mp,,., the c-th element of the message is given by

e = mZZthc« (2)

After applying thresholding to the obtained value i, the c-th
estimated message 7. becomes

. {1 (e 2 0.5). 3
0 (ific < 0.5)

In summary, DiffuseTrace increases the redundancy of the
watermark significantly by replicating the message m. across
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a 64 x 64 spatial dimension. The dimension of this watermark
is proportional to the message length N. Consequently, the
dimension of the input to the watermarking VAE is also
proportional to N. Since DiffuseTrace does not require a secret
key for image generation, any user can extract the watermark
from the stego-image.

B. Pre-training of Watermarking VAE

Pre-training the watermarking VAE is necessary to generate
latent noise that represents the watermark. To enable the VAE to
embed arbitrary watermarks, it is trained to learn an identity
mapping, which faithfully reconstructs the input watermark
through its latent noise. The loss function is defined as the
mean squared error (MSE) between the original and estimated
watermarks, as given by

C 64 64
1 ~ 2
MSE = X 6AxC ; ; ; (thc - thc) , @

where C is the number of channels of the watermark, which
equals the message length N. Through pretraining, the encoder
learns to generate latent noise representing the watermark, and
the decoder learns to reconstruct the watermark from the noise.

C. Fine-tuning Watermarking VAE

It is necessary that images can be generated from the latent
noise produced by the watermarking VAE, not the image
VAE. Similarly, the watermark must be recoverable from the
latent noise obtained through the inverse diffusion process
from a generated image. Additionally, the watermark should
be recoverable even if the generated image is subject to attacks.
Therefore, we fine-tune the watermarking VAE together. This
improves the accuracy of watermark estimation and enhances
the decoder’s robustness against attacks [12].

We will explain the fine-tuning procedure in detail. First, the
watermark M is input into the encoder of the watermarking VAE
to generate initial latent noise. Next, the initial latent noise and
a prompt are provided to the U-Net in the LDM to generate an
image. Then, the generated image is subjected to random attacks,
such as the addition of Gaussian noise, Gaussian blurring, and
image compression. Next, the watermark is recovered from the
attacked image. An inverse diffusion process is then performed
on the generated image to reconstruct the latent noise. The
reconstructed latent noise is then input into the decoder of the
watermarking VAE to obtain the estimated watermark M. The
MSE (4) is used as the loss function for fine-tuning.

IV. ProrPOSED METHOD

In DiffuseTrace, the watermark M is obtained by replicating
each bit of the message, m., spatially into a 64 X 64 matrix.
The number of channels, C, of the watermark is equal to the
message length N. Thus, if the message length N changes, the
watermarking VAE must be reconstructed. Furthermore, since
computational complexity depends on message length, there is
a limit to how long the message can be. To solve this problem,
we propose a model that uses random networks to encode the
message m, where the number of channels C is kept constant.

This means that the watermarking VAE does not need to be
rebuilt.

As shown in Figure 3, the proposed model consists of encoder
and decoder. Each of these networks is composed of two
fully connected layers (FCLs). The weights of these layers are
initialized randomly and fixed without further training. A linear
function is used as the activation function for all layers. For
the encoder, the weights of each FCL are initialized according
to a normal distribution based on the Xavier initialization
method [14]. Let Wl0 and Wg be the initial weight matrices for
the input-to-hidden and hidden-to-output layers, respectively.
The weight Wl0 of the /-th layer is initialized by

2
Wl°~N(O, —) =12, 5)

n}n + n?ut

where n}“ and n?”t are the numbers of input and output nodes,
respectively, for the /-th layer. Since orthogonal matrices are
required, we perform QR decomposition on the initial weight
matrices. This results in Wl0 = QiR;,l = 1,2.The resulting
orthogonal matrices Q; and O, form the final weights for the
respective fully connected layers: Wi = Q; and W, = Q5.

The message is transformed into a watermark via the encoder.
When a message m € {0, 1} is input into the encoder with the
weight W; € R¥90XN “the output of 4, 096-dimensional hidden
layer is obtained as

@1 =Wim. ©)

Then, the output of the output layer is obtained using the weight
W, € RA096x4096 1y

¢r = Wap1 + b, (7

where b is a bias. The value of each element of the bias vector b
is 0.5. The watermarking VAE in DiffuseTrace receives a binary
watermark as input. However, approximately half of the output
of the proposed network contains negative values. Adding a
positive bias reduces the number of negative values. This allows
the VAE to be used as is. The output ¢, is reshaped into a 64 x 64
dimensional matrix and replicated C times by the replication
layer. After this process, a watermark M € R6*64%C j5 obtained
with C channels. The number of channels, C, can be determined
independently of the message length N.

The decoder performs the inverse transformation using WlT
and W, , the transpose matrices of the weights W and W, used
in the encoder. When the watermark M € R6**64XC ig inputted
into the decoder, the 64 X 64 matrix of the c-th channel is first
reshaped into a 1-dimensional vector, ¢§' € R*09 Next, a 4096-
dimensional hidden layer output is given by

P =W, (¢5-b),c=1,2,---,C. ®)
Once the C outputs of the hidden layer, ¢¢, are obtained, the
mean vector ¢ is obtained by averaging them, as given by
1 &

é1 = 2.9 )

c=1
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Fig. 3. Proposed random networks: The encoder converts a message into a watermark, while the decoder converts the watermark back into the original message.

Then, an N-dimensional output is obtained by
m =W . (10

By applying thresholding to the c-th element of the output, the
c-th element of the estimated message, 7., is given by

. {1 (rtzc 20.5) an
0 (m. <0.5)

The output dimension of the proposed random network does
not depend on the message length N but rather on the number
of channels C, which can be chosen arbitrarily. Therefore, it is
unnecessary to reconstruct the watermarking VAE if the message
length changes.

V. COMPUTER SIMULATION

We evaluate the quality of images generated by DiffuseTrace
and our proposed model, their fidelity to corresponding prompts,
and the accuracy of watermarks. Additionally, we subject the
generated images to attacks to assess the accuracy and robustness
of the watermarks.

A. Evaluation Metrics and Experimental Conditions

The accuracy of the estimated watermark 771 obtained by the
decoder of the watermarking VAE is evaluated by the accuracy
(Acc) metric. For an N-bit message m = (m,ma,...,my)"
and its estimated message 1h = (i1, Mo, ..., MN)"T, where
m;, m; € {0, 1}, the accuracy Acc is expressed as:

N
1 N
Acc = N;]l[mizmi], (12)

where the indicator function 1 [-] returns 1 if the given condition
holds true and 0 otherwise.

We evaluate the quality of the generated images using
objective assessment metrics that require no reference images:
The Natural Image Quality Evaluator (NIQE) [15] and the Per-
ceptual Image Quality Evaluator (PIQE) [16]. NIQE assesses the
naturalness of an image by calculating the discrepancy between
its statistical features and those of a pre-trained statistical model
of natural images. A smaller NIQE value indicates that the image
being evaluated is closer to a natural image, while a larger
value suggests that the image is likely artificial or distorted.

TABLE I
WATERMARK ACCURACY, IMAGE QUALITY, AND CLIP SCORE BY CHANNEL
NuMmBER C (N = 48)

Method C Acc NIQE| | PIQE| | ClipT
No-Watermark - - 4.47 26.18 0.348
DiffuseTrace 48 | 0.965 4.28 25.59 0.338
Proposed 16 | 0.950 4.58 27.52 0.360
Method 48 | 0.976 4.54 27.86 0.366

96 | 0.990 4.52 26.62 0.362

PIQE evaluates the quality of generated images by dividing
an image into small blocks and calculating quality degradation
features for each block. A smaller PIQE value indicates better
perceptual quality. Using these metrics, we can quantitatively
evaluate the impact of watermark embedding on the naturalness
and perceptual quality of generated images. Finally, we evaluate
the semantic consistency between the generated images and their
corresponding prompts using the Clip score [17]. A higher Clip
score indicates greater semantic consistency.

The dataset used for training and evaluation was Diffusion
Prompts [18]. This dataset consists of approximately 80,000
prompts. Stable Diffusion v2-1-base was used as the latent
diffusion model. The watermarking VAE was trained using
backpropagation, and the optimization method was Adam [19].
The learning rate was set to @ = 0.0005, and the other parameters
were set to their recommended values.

B. Performance Evaluation of the Proposed Model

We evaluated using 50 randomly selected prompts from
Diffusion Prompts [18]. We measured the accuracy, NIQE,
PIQE, and Clip score 50 times each for images generated by
DiffuseTrace and our proposed method, as well as for images
with no watermark. We conducted the evaluation using the
average values of these metrics. The results are shown in Table I.
Our proposed method allows the number of channels C and
the message length N to be selected independently. Therefore,
we fixed the message length at N = 48 and evaluated the
performance for channel numbers C = 16,48, 96. Regarding
watermark accuracy, our proposed method showed slightly lower
accuracy than DiffuseTrace for C = 16 but higher accuracy for
C = 48 and C = 96. These results confirm the tendency for
accuracy to improve with an increased number of channels.
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Fig. 4. Watermark accuracy (Acc) vs. message length N at C = 16 and C = 48

Next, we evaluated the quality of the generated images. Based
on the NIQE and PIQE values, no significant difference was
found between the generated images.NIQE and PIQE are both
no-reference metrics that differ from metrics like Peak Signal-
to-Noise Ratio (PSNR) [20] in their evaluation perspective.
Therefore, we concluded that embedding the watermark in the
LDM does not directly affect the quality of the generated images.
Similarly, we confirmed that the proposed method does not
significantly degrade image quality.

Finally, we evaluated the Clip scores of the generated images.
The proposed method produced higher scores than DiffuseTrace.
Thus, it was confirmed that the semantic consistency between
the generated images and the prompts was good. Based on these
results, we decided to use accuracy as the evaluation metric for
subsequent evaluations. Since DiffuseTrace was only evaluated
up to C = N = 48, subsequent evaluations will be conducted at
C =16and C = 48.

C. Evaluation with variable message length

Our proposed method can generate stego-images using the
same watermarking VAE, even when the message length N
varies. Therefore, we evaluated watermark accuracy with respect
to message length. For this evaluation, we set the number
of channels to C = 16,48, and the message lengths to
N =48,96,512,1024,2048 and 4096. The results are presented
in Figure 4. The horizontal axis represents the message length N
and the vertical axis represents the accuracy Acc. The results
from 50 samples are shown as Box-and-Whisker plots. The
accuracy of DiffuseTrace at N = 48 (Acc = 0.965) is indicated
by a dashed line for comparison. No significant difference in
accuracy was observed based on the number of channels when
the message length was N < 1024. Furthermore, the accuracy
generally exceeded 0.95, indicating sufficient performance.
Conversely, for N > 1024, higher accuracy was observed with
C = 48 than with C = 16. However, accuracy decreased as N
increased. We confirmed that there is a limit to the recoverable
message length.

D. Evaluation of robustness against attacks

As described in III-C, DiffuseTrace improves its robustness
against attacks by applying attacks to the generated stego-images.
In this section, we evaluate the accuracy of watermarks when
various attacks are applied to images generated by our proposed
method. Similar to the experiments mentioned above, we used 50
randomly selected prompts from Diffusion Prompts. The same
attacks used in DiffuseTrace [12] are applied to the generated
images, as listed below:

« “Brightness” — Brightness adjustment (scaling factor: 2.0)

« ”Noise” — Addition of Gaussian noise (SD: 0.05)

» “Contrast” — Contrast adjustment (scaling factor: 2.0)

o "Hue” — Hue adjustment (scaling factor: 0.25)

o "JPEG” — JPEG compression (quality: 50)

o ”Blur” — Gaussian blur (kernel size: 7, SD: 1.0)

» “Resize” — Resizing (scaling factor: 0.3)

o "BM3D” — BM3D denoising algorithm (PSNR SD: 30)
Various attacks were applied to images generated by Diffuse-
Trace and our proposed method. The accuracy (Acc) was
measured 50 times for each method, and the average values are
presented in Table II. The accuracy of the proposed method using
C = 16 channels was slightly lower than that of DiffuseTrace.
This is likely due to the reduced input dimension of the
watermarking VAE. However, when using C = 48, the proposed
method often exhibited higher accuracy than DiffuseTrace with
the same number of channels across various message lengths
N. Based on these results, we can conclude that the proposed
method is more robust when the number of channels is equal.
Additionally, the highest accuracy was achieved with a message
length of N = 512, suggesting that our method can support
longer messages than DiffuseTrace.

VI. CoNcLUSION

DiffuseTrace [12] is a digital watermarking method that uses
a VAE to embed a watermark prior to generating an image
with a latent diffusion model. In DiffuseTrace, messages are
redundantly encoded bit by bit and input as watermarks into
the VAE. In other words, the number of watermark channels
equals the message length. Consequently, the VAE had to be
reconstructed whenever the message length changed. In this
paper, we propose a model that uses random networks for
message encoding. This model can handle arbitrary message
lengths and eliminates the need for VAE reconstruction. The
proposed random network consists of an encoding layer that
converts messages into watermarks and a decoding layer that
converts watermarks back into messages. The main advantage
of the proposed method is the ability to vary the message length
N using the same VAE. We achieved an accuracy greater than
0.95 when N was up to 1, 024 bits.

These evaluations show that the proposed method can adapt
more easily to changes in message length. It is also more accurate
and robust than DiffuseTrace.
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TABLE II
‘WATERMARK ACCURACY FROM GENERATED IMAGES UNDER ATTACK

Method C N Brightness Noise Contrast Hue JPEG Blur Resize BM3D
(parameter) 2.0 0.05 2.0 0.25 50 Tx7 0.3 30
DiffuseTrace 48 0915 0.946 0.941 0960 0916 0933 0.901 0.904

48 0.840 0.885 0.852 0933 0.827 0900 0.769 0.815

16 96 0914 0914 0.880 0974 0.889 0954  0.833 0.868

512 0.843 0.871 0.899 0965 0.868 0960 0.867 0.891

Proposed 1024 0.849 0915 0.899 0953 0881 0926 0.870 0.816
Method 48 0.900 0.950 0912 0983 0.892 0967 0.933 0.813
48 96 0.931 0.900 0.831 0960 0.867 0915 0.785 0.827

512 0.969 0.975 0.942 0987 0930 0980 0.893 0.913

1024 0.904 0918 0.886 0971 0.897 0970  0.807 0.863

Advanced Telecommunications Technology Research (SCAT).
The computation was carried out using the computer resource
offered under the category of Comprehensive Projects between
Yamaguchi University and Kyushu University by Research
Institute for Information Technology, Kyushu University.
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