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Abstract—We propose a zero-bit watermarking method to pro-
tect convolutional neural network (CNN) models. Deep learning
models are valuable intellectual property, so protecting them is
critical. Specifically, since CNNs are often reused through fine-
tuning, it is essential to be able to robustly extract the water-
mark even after fine-tuning. However, conventional watermarking
methods have faced challenges, such as potentially degrading the
model’s performance due to watermark embedding and being
vulnerable to fine-tuning. In contrast, our proposed method is
based on the Associative Watermarking Method (AWM). As
a zero-bit watermarking approach, our AWM-based method
associates a watermark with the CNN model without degrading
its performance. Additionally, the error correction capability of
AWM allows it to handle feature degradation. An important
aspect of our method is selecting features extracted from the CNN
model. We use the weights of the convolutional layers as features
and convert them to binary before inputting them into the AWM.
We confirmed that our method enables error-free extraction of
watermarks from eight different CNN models under non-attack
conditions. To demonstrate the robustness of our method, we
evaluated its performance against fine-tuning. Our computer
simulations showed that complete watermark extraction was
possible even when models pre-trained on ImageNet were fine-
tuned using the CIFAR-100 dataset. These results show that our
method maintains its protective capabilities even when significant
modifications are made, such as fine-tuning.

I. INTRODUCTION

Deep neural networks (DNNs) are multi-layered neural
networks that learn patterns from large amounts of data in
order to solve complex problems, such as image classifica-
tion and recognition [1]. In recent years, deep learning has
achieved remarkable accuracy improvements across various
tasks by leveraging its data utilization capabilities. For ex-
ample, ResNet-152 achieved an accuracy of 78.57% in the
1000-class image classification task [2]. However, as models
and data increase in scale, enormous costs are incurred in
terms of computational resources, power consumption, and
data preparation. This makes trained deep learning models
valuable intellectual property for companies and research in-
stitutions. Nevertheless, once released, these models can be
easily copied and redistributed, necessitating protection against
unauthorized use. Against this backdrop, this paper focuses
on digital watermarking methods for protecting deep learning
models.

Digital watermarking is a technique that embeds an imper-
ceptible watermark into digital content, such as images, videos,
and audio. There are three types of digital watermarking
methods. Multi-bit watermarking embeds specific messages,
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such as user information [3]. One-bit watermarking embeds
only binary information of O or 1 [4], [5]. Both methods
embed information by modifying the content itself. Conversely,
zero-bit watermarking is a method that does not directly alter
the content [6], [7]. In zero-watermarking methods [8]-[11],
a secret key is generated based on features extracted from the
content and the watermark. The watermark is then recovered
using these features and the stored secret key. Since zero-bit
watermarking does not modify the content, quality degradation
caused by watermark embedding is avoided. Performance
degradation due to watermarking is a critical issue in deep
neural networks (DNNs). Zero-bit watermarking is a suitable
protection method because it does not degrade the content.

Methods of digital watermarking for protecting DNNs are
categorized as either black-box or white-box. Black-box meth-
ods [12], [13] extract watermark based on the relationship
between the model’s input and output and do not require access
to its internal weights during extraction. Conversely, white-box
methods [14] access the model’s internal weights to extract
the watermark. One example of a multi-bit watermarking
method in the white-box category is the approach by Nagai et
al. [14]. Their method embeds watermark using the weights of
convolutional layers in Wide Residual Networks (WRNs) [15],
which are derivative models of Convolutional Neural Networks
(CNNs). Specifically, they use a feature vector obtained by
averaging the convolutional layer weights along the output
channel dimension. The model’s weights are then trained such
that the watermark can be extracted from the product of this
feature vector and a secret key.

The two major attack methods against digital watermarking
for DNN protection are fine-tuning and model compression.
Fine-tuning retrains a pre-trained model using a different
dataset, thereby altering the existing weights. It is crucial to
ensure the robustness of watermarking methods against fine-
tuning. Model compression, on the other hand, encompasses
techniques such as pruning, quantization, and distillation.
These methods aim to reduce the model size by modifying
the weight information [14].

The associative watermarking method (AWM) [10], [11]
is a zero-bit watermarking method composed of two types
of associative memory models. Pairs of content features and
watermarks are stored in a hetero-associative memory model
(HAM) [16]. An auto-associative memory model (AAM) [17],
[18] corrects errors in the retrieved watermarks. Because
the AWM can store multiple pairs, it can manage multiple
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contents.

This paper focuses on CNN models with convolutional
layers and proposes an associative watermarking method for
protecting them. Specifically, similar to the method of Nagai
et al. [14], continuous-valued features are extracted from the
weights of convolutional layers and then binarized to be input
into the AWM. Pairs of binary features and watermarks are
stored in the HAM. The AAM also stores the watermarks.
Since the features are extracted from the CNN weights, this
method is considered a white-box approach. By employing
AWM, it becomes unnecessary to modify the weights of the
CNN, thus preserving its original classification performance.
Additionally, since AWM has error correction capabilities, it
exhibits resistance to fine-tuning.

We evaluate the robustness of the proposed method against
fine-tuning using a computer simulation to assess the per-
formance of each model. Kornblith et al. [19] performed
fine-tuning on several CNN models that were pre-trained on
ImageNet [20] using various datasets. They then compared the
models’ performance in transfer learning. We fine-tuned the
following models, all of which were pre-trained on ImageNet
using the CIFAR-100 dataset [21]: AlexNet [22], VGGI11
[23], ResNet50 [2], SqueezeNet1-0 [24], DenseNet121 [25],
Inception-v3 [26], MobileNetV2 [27], and EfficientNet-BO
[28]. Then, we extracted the watermark from each fine-tuned
model to verify the robustness of our proposed method.

The rest of this paper is organized as follows. Section II
explains the related work, and section III we explain the
proposed method. Section IV describes computer simulations
conducted to evaluate the robustness of the proposed method
against fine-tuning. Finally, Section V concludes the paper.

II. RELATED WORK

This section reviews the feature extraction and the water-
mark extraction method proposed by Nagai et al. [14] as prior
research on methods for protecting CNNs.

A. Method of Nagai et al.

In the method of Nagai er al. [14], a Wide Residual
Network (WRN) is chosen as the host network. The WRN
is an improved version of the ResNet and achieves superior
performance by increasing the number of channels in each
layer [15]. The WRN network structure is illustrated in Fig-
ure 1. The input layer of the WRN performs convolutional
processing, batch normalization, and ReLLU activation on the
input image. In the residual blocks 1,2 and 3, these same
processes are sequentially applied. Each residual block consists
of 2d convolutional layers, where d is referred to as the depth
parameter. The width parameter k adjusts the number of output
channels in each layer. In Nagai et al’s method, the WRN
with depth d = 1 and width k£ = 4 is used. Table I shows
the WRN’s detailed network configuration. In the “Parameter
Configuration” column, the kernel size (S x.S) and the number
of channels (D) are represented as [S x S, D]. Since each
residual block consists of two convolutional layers, two rows
in the table are occupied. The first convolutional layer in

TABLE I: Network architecture of WRN

Layer Output size Parameter configuration
Input layer 32 x 32 [3 x 3,16]
: 3x3,16 X k
Residual Blockl 32 x 32 { 3% 3.16 x k ] xd
: . 3x3,32xk
Residual Block2 16 x 16 { 3% 332 x k ] X d
. 3x3,64 %k
Residual Block3 8 X 8 { 3% 3.64 x k ] x d
1x1 AvgPooling, FCL, Softmax

residual blocks 2 and 3 has a stride of 2 and padding of 1,
resulting in an output size smaller than the input size. After the
residual blocks, average pooling (AvgPooling) is applied, and
the output is fed into a fully connected layer (FCL). Finally,
the softmax function is applied to output the probability
distribution for each class.

B. Feature Extraction

The weights of the first convolutional layer in Residual
Block 1 are selected as features of the model. Figure 2 illus-
trates the flow of the convolutional operation. The weights of
this convolutional layer, which are used for feature extraction,
are defined as W € RS*SXDxL where S x S is the filter
size, D is the number of input channels, and L is the number
of output channels. A feature map is obtained by applying
L convolutional filters to the input image. Then, features are
constructed based on the average value of the weights, W,
in the L direction, which is the output channel direction. The

average value of the weights, W, is given by

L
— 1
Wigk = > Wijni- ey
=1
This averaged weight W € RS*S*P is then converted into

a one-dimensional vector, w € R¥, where K = 52D,
representing the feature.

C. Watermark Extractor

The feature w extracted from the WRN is input into the
watermark extractor, which then extracts the watermark. The
watermark extractor is a single-layer, fully connected neural
network. Let b denote the watermark with a message length of
N bits. The weights of the watermark extractor, X € RNXK,
are predetermined and drawn at random from a standard
normal distribution. The output y of the watermark extractor
is given by

K
wf(ZXﬁwi),jl,z,--- N, (@)
=1

where the activation function f(-) is the sigmoid function,
which is defined as

1
~ 1+exp(—a)

f(z) 3)
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Fig. 1: Overall architecture of WRN with depth d = 1 and width £ = 4. The network consists of an input layer, three residual

blocks, and a fully connected layer.

Fig. 2: Convolutional operation flow

The feature w, or the weight W of the WRN, is trained so
that the output y matches the watermark b. Specifically, the
loss function for this objective is expressed as

N
Er(w) ==Y _{b;jlog(y;) + (1 —b;)log(1 —y;)}. (4
j=1

If E,(w) is the loss function used for the original task, then
the overall loss function E(w) is given by

E(w) = E,(w) + AEg(w). 5)

where \ is a parameter that adjusts the embedding strength.
After training the extractor, watermark b is extracted using

K
%=H<Z}%w07j=LZ~wN7 6)
=1

where H (-) represents the step function defined by

1, >0
H(m)—{o e

III. PROPOSED METHOD

(7

A. Associative Watermarking Method

The associative watermarking method (AWM), as illustrated
in Figure 3, comprises two main components: a hetero-
associative memory model (HAM) and an auto-associative
model (AAM) [10]. In this method, features are extracted

from the content, and the mapping from these features to the
watermarks is stored in the HAM. The AAM is a recurrent
network that stores the autocorrelation of the watermarks.
When extracting the watermark, features are extracted from
the content and then input into the HAM. Finally, the AAM
outputs the watermark with fewer errors.

The proposed method focuses on protecting CNN models
using AWM. Since AWM requires binary features as memory
patterns, the selection and binarization of these features must
be considered. Transfer learning involves replacing the original
output layer with a different network. Consequently, the output
layer’s weights cannot be used as features. Furthermore, in the
case of fine-tuning, the weights of layers closer to the output
layer are highly susceptible to significant changes during the
learning process. Therefore, features are selected from the
weights of layers closer to the input layer since they tend to be
more stable. Specifically, a vector w € RX which is a one-
dimensional representation of the weights, is used as a feature.
However, these features must be binarized to be input into the
HAM. The binarized feature n is given by

nk:Sgn(wk_9)7k:1727"'7Ka (8)

where the threshold 6 is the median value of the elements, such
that they take on the values +1 and —1 with equal probability.

The multiple relationships between CNN models and their
respective watermarks can be stored using this method. Con-
sider the application of this method to protect P models. Let
n* (uw=1,2,3,---, P) denote the feature obtained from the
p-th model and let £# represent the corresponding watermark.
The mapping from features to watermarks is stored in the
HAM. The weight J/} of the HAM is given by

P
1
The= 5 D&l ©)

p=1

thorough correlation learning. Furthermore, the watermarks &#
are stored in the AAM. The weight J;; of the AAM is given

2025 Asia Pacific Signal and Information Processing Association Annual Summit and Conference (APSIPA ASC) 2160



Hetero-associative
memory model

Auto-associative
memory model

() ot
KV U
@ £
Output %
Neurons @ @ ] (it
Feature n* ]a T
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by
U—NZ$$ (10)

A challenge arises if a third party illicitly obtains a pro-
tected CNN model and applies our method with a different
watermark. In this case, the legitimate rights holder would be
unable to prove the ownership. One way to address this issue
is to obtain a timestamp token (TST) from a Time Stamping
Authority (TSA) [29] to prove when the trained associative
memory model first came into existence. A TST enables
verification of data tampering and provides proof that the data
existed on a specific date and time. Typically, acquiring a TST
for each CNN model would be impractical. However, with
our proposed method, we can protect the authenticity of all
associated trained CNN models by simply holding the TST
for the AWM.

B. Watermark Extraction

The procedure for obtaining watermarks based on features
extracted from CNN models is described below. The feature
n# is obtained from (8). When this feature is provided as input
y to the HAM, the output =° is given by

@ -—sgn(j{j kyk>7 i=12--,N. (1)

When the output «° of the HAM is given as the initial value
for the AAM, the output 2! at time ¢ + 1 is given by

2! = sgn ZJ;H ,i=1,2,---,N. (12

JAi

The watermark is obtained as output z?.

IV. COMPUTER SIMULATION

The effectiveness of the proposed method will be evaluated
using computer simulations. The performance of watermark
extraction will be assessed quantitatively using the bit error
rate (BER).

A. Experimental conditions

To evaluate the proposed method, we use the following
CNN models: AlexNet [22], VGGI11 [23], ResNet50 [2],
SqueezeNet1-0 [24], DenseNet121 [25], Inception-v3 [26],
MobileNetV2 [27], and EfficientNet-BO [28]. Features are
extracted from the convolutional layers of each CNN. The
feature length is set to K = 144 bits. Since the convolutional
layers of each CNN are different in shape and size, we select
the convolutional layer closest to the input layer that can yield
features of at least 144 bits for extraction. Although the lengths
of the features obtained from different CNNs vary, all feature
lengths are unified to 144 bits. Any elements exceeding this
length are discarded and not used as features. The watermark is
randomly generated with a length of N = 500 bits, ensuring
that +1 and —1 bits are present in equal proportions (50%
each).

To quantify the similarity between features extracted from
the p-th original model, n*, and features degraded by an
attack (e.g., fine-tuning or noise addition), n*, we introduce
the overlap m%. The overlap on feature is defined by

mli = o Z it (13)

where K is the bit length of the extracted features from the
models. This overlap shows how closely the attacked feature
matches the original. Similarly, we define the overlap m/'
between the p-th watermark &€ and the state &' of the AAM
at time ¢. The overlap on watermark is given by

t—NZ€ (14)

where N represents the bit length of the watermarks. This
overlap shows how closely the extracted watermark matches
the original. The BER is a quantitative measure of error with
respect to extracted features and watermarks. It is defined as
a function of the overlap m by

1—-m
—_ 1
5 (15)

In this study, the output of the AAM at time ¢ = 20 is used
as the extracted watermark for evaluation. Watermarks were
generated for ten random samples, and the average BER was
calculated.

First, we evaluated the BER of the extracted watermark
using the proposed method under no-attack conditions. After
extracting 144-bit features from each CNN and recovering the
watermarks, the BERs between the outputs of the HAM and
the original features were BER(mk) = 0.0. As expected,
the AWM achieved perfect recall of the watermarks with
BER (mb,) = 0.0.

BER (m) =

B. Evaluation Against Attacks

Since the AWM has error correction capability, we will
evaluate the robustness of the proposed method against fine-
tuning. Kornblith et al. [19] evaluated the effectiveness of
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Fig. 4: BERs of features, BER (m/), vs. Initial learning rate
« in fine-tuning across various models.

transfer learning by fine-tuning CNN models, initially pre-
trained on ImageNet [20] dataset, using various datasets. Based
on this prior research [19], each CNN model pre-trained
on ImageNet will be fine-tuned using the CIFAR-100 [21]
dataset. All CNN models were pretrained using the ImageNet
dataset. They were trained using Nesterov momentum with
a momentum parameter of 0.9. Training ran for 100 epochs
with a batch size of 128 images. A cosine decay learning
rate scheduler was used, which decayed the learning rate
« based on a cosine function as training progressed. The
momentum parameter for batch normalization was set based on
max(1—10/s,0.9), where s represents the number of steps per
epoch. For fine-tuning, we used the CIFAR-100 dataset. This
dataset contains 60,000 color images, each of which consists of
32 x 32 pixels. Of these images, 50,000 were used for training
and 10,000 for validation. During fine-tuning, the images were
resized to match the input image size used during pre-training.
Since CIFAR-100 is a 100-class classification task, the output
layer of the network was modified to have 100 nodes.

Using a large initial learning rate « during fine-tuning can
lead to significant changes in network weights, which can make
accurately extracting features difficult. Therefore, we investi-
gated the effect of the initial learning rate on the BER. Figure 4
shows the BERs of features, BER (mf: ), extracted from each
model with initial learning rates o = 0.010,0.015,0.020, and
0.025. These results show that fine-tuning causes errors in the
features of all models. It was confirmed that the learning rate
affects performance, as a larger initial learning rate results in
a higher BER. When features containing errors were input
into the AWM and its component, HAM, the model produced
error-corrected watermarks. Consequently, for all models and
across all initial learning rates «, both the BER on the
feature, BER (m%), and the BER on the watermark at time
20, BER (ml), achieved 0.0. This demonstrates that complete
recall of the watermark is possible. Furthermore, we confirmed
that the HAM alone is sufficient for error correction in this
case.

C. Bit length of features and watermarks

Even when degraded features were extracted from fine-
tuned models, the HAM could correct errors. This capability

likely depends on two factors: the number of input nodes,
K, which represents the bit length of the features; and the
number of output nodes, IV, which represents the bit length of
the watermark. Thus, we investigated how varying K and N
affects performance.

Figure 5 presents the BER of the watermark when the output
node number is fixed at (a) N = 256 or (b) N = 500 and
the input node number K is varied. The features input to the
HAM are degraded features obtained through fine-tuning using
an initial learning rate o = 0.025. The colored lines represent
the eight models. The results indicate that the BERs of the
watermarks became 0.0 when K > 128. This suggests that
a minimum of 128 input nodes is required when storing the
features of the eight models in the HAM. We also examined
the case in which the number of input nodes in the HAM was
fixed at ' = 144, while the number of output nodes, IV, was
varied. The results showed that the BER remained at 0.0 even
when N varied. Based on these findings, we concluded that
the performance of the HAM depends heavily on the number
of models to be stored and the bit length of the features, K,
but not much on the bit length of the watermark, V.

V. CONCLUSIONS

Previous watermarking methods for protecting CNN models
had the drawback of degrading the models’ performance due
to the embedded watermark. To address this issue, we propose
using the Associative Watermarking Method (AWM) to protect
CNN models. Similar to the method of Nagai et al., we used
the weights of the convolutional layers as features. Since AWM
requires binary features, we applied a thresholding process to
the real-valued weights and used the resulting binarized vectors
as features. As a result of applying our proposed method, we
confirmed that watermarks could be extracted without error
from eight different CNN models.

To evaluate the error-correcting ability of AWM, we exam-
ined its capability to extract watermarks after fine-tuning the
CNN model. Using a large initial learning rate o during fine-
tuning caused the network’s weights to change significantly,
resulting in a higher bit error rate in the extracted features.
Despite the degradation of this feature, the watermark output
from AWM consistently showed a BER of 0.0 at all initial
learning rates. This demonstrates that our proposed method is
robust against fine-tuning.
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