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Abstract—In our previous study, a robust framework for
ownership verification of deep neural network (DNN) models
in image classification tasks was presented. It assumes a gray-
box scenario in which an unauthorized user deploys a stolen
model in a cloud-based setting, and outputs are returned as class
probability distributions. The framework enables a legitimate
owner to verify model identity without revealing the original
model. In the framework, we introduced a probability-controlled
white-box adversarial attack that crafts input images to induce a
specific output probability. However, if input images are processed
(e.g., via JPEG compression) before querying the model, the
effects of adversarial perturbations are seriously dropped. In
this paper, we propose a novel adversarial attack to support
the ownership verification framework in the presence of lossy
compression. Building on the iterative FGSM, we incorporate
control parameters and robustness techniques to improve tol-
erance against JPEG compression. In addition, we study an
estimation approach that adaptively controls the strength of
adversarial perturbations for unknown compression parameters
in the cloud-based setting. The effectiveness of the proposed
adversarial attack and the adaptive method is confirmed by our
intensive experiments.

I. INTRODUCTION

Deep neural networks (DNNs) have become integral to
a wide range of modern AI applications, such as image
classification and speech recognition. To reduce the high cost
of training such models, many providers now offer access
to pre-trained models through cloud-based services known as
Machine Learning as a Service (MLaaS). While this improves
accessibility, it also increases the risk of unauthorized use of
proprietary models, which often require substantial computa-
tional and financial resources for development.

To protect DNN model ownership, two main approaches
have been widely investigated: DNN watermarking and DNN
fingerprinting [1], [2]. DNN watermarking typically embeds
ownership information into the model during training, for
example by modifying weight parameters, inserting special
neurons, or training with additional trigger samples that elicit
predefined outputs. In contrast, DNN fingerprinting does not
modify the model itself, but instead extracts behavioral charac-
teristics such as responses to carefully designed queries or the
geometry of decision boundaries. Both approaches, however,
suffer from practical limitations. Watermarks can be weakened
or erased through fine-tuning, pruning, or model compression,
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while fingerprinting often depends on a fixed and limited set
of query samples that produce statistically unusual responses.
Such atypical behaviors may be detected by unauthorized users
monitoring the queries and outputs, who could then apply
retraining or other transformations to evade verification [3],
[4]. This limitation becomes even more critical in MLaaS
environments, where service providers or adversarial users
may actively monitor both inputs and outputs of the deployed
model. In such cases, verification queries that deviate from
normal user behavior are at high risk of being flagged or
filtered, further undermining the reliability of watermarking
and fingerprinting schemes.

To address these limitations, we proposed in [5] a novel
ownership verification framework based on white-box adver-
sarial attacks [6]. In the framework, a legitimate owner of a
model, with full access to its internal weight parameters, gener-
ates adversarial samples that manipulate the output probability
of a target class to a specified value. A key component of
the method was the I-FDGSM (Iterative-Fast Dual Gradient
Sign Method), which simultaneously adjusts the probabilities
of both the original and target classes to ensure stealthiness.
The framework allows for ownership verification in a gray-
box setting without revealing the model or relying on static
triggers.

In practical deployments, images are frequently subjected
to lossy compression, especially JPEG, during transmission
or processing. Cloud-based environments may introduce ad-
ditional compression either automatically or as a defense
against adversarial attacks. These real-world transformations
pose a serious threat to the reliability of adversarial-sample-
based verification. Previous studies have shown that adversarial
perturbations are especially fragile under denoising operations
such as JPEG compression, with even mild compression often
neutralizing their effect [7]. This fragility limits the practical
applicability of the our previous method in real-world verifi-
cation pipelines involving image compression.

In this paper, we propose a novel ownership verification
method that is robust against real-world image processing
conditions. Specifically, we extend the I-FDGSM to a JPEG-
aware variant called I-FDGSM-AJ (Against JPEG compres-
sion), which incorporates JPEG compression simulation di-
rectly into the optimization process. This design generates
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adversarial samples that preserve the output behavior under
lossy compression. Furthermore, we propose an adaptive algo-
rithm that adjusts the strength of the adversarial perturbations
based on observations of output behavior for some queries,
allowing reliable verification even when the actual compression
parameters are unknown.

II. RELATED WORK
A. Threat Model

We consider a gray-box verification setting in which the
legitimate owner of a deep neural network (DNN) model
attempts to verify whether a remotely deployed model is an
unauthorized copy of their original model. The suspect model
is assumed to be deployed as a machine learning service (e.g.,
MLaaS), and accessible only through an inference API that
returns class probability distributions for input images.

The verification process involves three parties: (i) the owner,
who holds the original model and can generate adversarial
samples using full white-box access; (ii) the unauthorized
user, who may have copied the model and deployed it as a
cloud service; (iii) a third party, who acts as an external
verifier and determines the legitimacy of model ownership by
asking two parties for proof.

It is assumed that the unauthorized user denies access to the
model’s internal structure and parameters and can observe all
incoming queries and returned outputs.

B. DNN Watermarking

DNN watermarking embeds identifying information into
models to deter unauthorized use [1]. Techniques include
black-box (input-output behavior), white-box (model param-
eters), and gray-box (probability outputs) approaches [8].
Backdoor-based methods, such as Adi et al. [9], insert triggers
that elicit specific responses. However, several limitations
exist: (i) Ownership is unverifiable if the model is published
without a watermark. (ii) Since watermarks encode task-
irrelevant data, they may introduce detectable patterns vulnera-
ble to statistical analysis or retraining. (iii) Watermarks can be
weakened or erased through fine-tuning [3], [4]. Additionally,
embedding unrelated information may degrade the model
performance in terms of accuracy.

C. DNN Fingerprinting

DNN fingerprinting aims to characterize a model by ex-
ploiting distinctive features such as decision boundaries or
adversarial response patterns [10]. Unlike DNN watermark-
ing, fingerprinting does not require modifying the model
parameters, but instead relies on query—response behaviors
for verification. As the query, trigger inputs are prepared
in advance to assure the validity of verification. While this
approach avoids embedding external information, it introduces
its own challenges: if the verification queries are statistically
distinguishable, unauthorized users may detect ongoing veri-
fication attempts and apply fine-tuning or retraining to alter
the decision boundaries. As a result, fingerprinting methods
remain vulnerable to removal or evasion, particularly when

applied in realistic MLaaS environments where the adversary
can monitor input—output interactions.

D. Adversarial-Sample-based Method

Sano et al. [5] proposed a framework for verifying the
ownership of deep neural network (DNN) models under gray-
box conditions, where only output probabilities of a suspected
model can be observed via an inference API. As the full
access to the model enables an owner to craft adversarial
samples under the constraints of accurate probability control
of specified classes, the owner can convince a third party that
he/she owns the original model.

Let M be the original model, and MPY a potentially
unauthorized copy deployed in a cloud service. Both models
perform k-class image classification, but only M°°PY is acces-
sible via API calls. Given an input image , the correct class
is ¢ = argmax,; M (x);. The owner generates an adversarial
sample %" such that M (%) = p satisfies p =~ pyy e for a
designated target class ¢/, while maintaining arg max; p; = c.
This constraint on the top prediction plays a critical role:
it ensures that the adversarial sample remains visually and
semantically similar to the original input, thereby reducing
the risk of detection or rejection by unauthorized users. If the
correct class remains the top-1 prediction, the sample appears
normal, preventing suspicion during model queries. If the
same adversarial input yields a similar probability vector under
M®PY | the owner can confidently assert that MPY = M.

To generate such finely tuned samples, we proposed the
I-FDGSM, a white-box attack that balances the gradients of
both the original and target classes using tunable coefficients.
This enables accurate probability control while preserving
the dominance of the original class, making the behavior
difficult to replicate without access to M—thus serving as
cryptographic-style proof of ownership. The I-FDGSM update
rule is:

i =z,

will\(}YH = Clipw}g{w*}f}v—
™ sign (BCVIC(QJZJ‘\G}V7 c) + ﬁc/VmC(w?}sv,c’)) } (1)

Here, C(x, ¢) denotes the loss function with respect to class ¢
(e.g., cross-entropy loss), and IV represents the iteration index
of the update. ¢ is the perturbation bound, a®™ the step size,
and B¢, ﬁcl the gradient weights for classes ¢ and ¢’. Proper
tuning of these parameters allows flexible control over output
probabilities while minimizing perturbation and maintaining
stealth.

However, this method assumes the crafted adversarial sam-
ples are plain(uncompressed) images and may not be robust
to real-world transformations such as JPEG compression—a
limitation addressed in this extended work.

III. PROPOSED METHOD

Unlike the previous work [5], this study considers realistic
environments where adversarial samples may undergo lossy
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Fig. 1.  Overview of the proposed verification framework under JPEG
compression.

image processing such as JPEG compression. In practice,
compression must be applied by different parties for distinct
reasons: (i) Owner-side compression: The legitimate owner
applies JPEG compression to reduce transmission cost. Users
interacting with the deployed cloud model must comply with
designated input constraints, such as accepted formats. (ii)
Unauthorized user-side compression: An unauthorized user
who controls the cloud model applies JPEG compression to
remove redundancy involved in incoming queries. It is practical
to reduce the influence of noise signals in the query. Since the
internal processing of cloud services is typically undisclosed,
the specific compression settings (e.g., quality factor (QF))
are often unknown, making robust verification even more
challenging.

Adversarial samples are known to be vulnerable to lossy
compression [7], as the effects of adversarial perturbations
are reduced. This poses a serious challenge for the case of
ownership verification in the previous method, where accurate
control of the output probabilities is required. To address
this challenge, we propose a robust verification framework
that introduces resilience to JPEG compression. The proposed
method comprises two main components:

o I-FDGSM-AJ: A JPEG-aware extension of I-FDGSM
that incorporates simulated JPEG compression into the
loop generating adversarial perturbations, allowing the
generation of adversarial samples that keep the desired
output behavior even after compression.

« Adaptive Adjustment Algorithm: When the QF of
JPEG compression is unknown, this algorithm estimates
an appropriate generation QF g, to ensure the generated
sample remains effective even after undergoing JPEG
compression.

This framework enables reliable verification of model iden-
tity under realistic conditions, including double compression,
unknown QF, and intentional interference by unauthorized
users, without requiring access to the internal structure of the
suspected model.

We define the JPEG QF parameters as follows: qgen: QF used
during adversarial sample generation (by the owner), gians: QF
applied during image transmission (by the owner), gcioua: QF
possibly applied by the cloud service upon receiving the image.

To evaluate the deviation from the target probability value,
we use the following metric:

target _ ~copy
DPob (et seonyy pc’tth'
o/
Here, p'y®" is the specified target probability for class ¢,
and po,™ is the actual output probability from the suspected
model after compression. A smaller DP™ indicates successful
preservation of the desired probability, thereby supporting
verification.

A. I-FFDGSM-AJ (Against JPEG Process)

To address the vulnerability of I-IFDGSM under lossy trans-
formations, we propose I-FDGSM-AJ, a robust variant that
incorporates JPEG compression directly into the optimization
process. This method is based on the original I-FDGSM and
retains the same update rule (Eq. 1) for generating perturba-
tions. However, I-FDGSM-AJ introduces a novel parameter
adjustment mechanism specifically designed for robustness
against JPEG compression. As outlined in Algorithm 1, JPEG
compression is inserted into each iteration of the optimization
loop to simulate real-world degradation. The compression is
applied using a specified JPEG QF, ggn, which serves as
a robustness parameter during adversarial sample generation.
A critical insight in I-FDGSM-AJ is that if the actual QF
applied after generation (e.g., during transmission or in the
cloud) is significantly higher than g, the perturbation may
become over-amplified. This can lead to a much higher output
probability than the intended value p.y*", compromising ver-
ification accuracy. Therefore, it is important that geen closely
approximates the actual QF to ensure the adversarial sample
maintains the desired probability behavior.

During optimization, the parameters o™, 3¢, and B¢ are
dynamically adjusted based on the discrepancy between the
compressed model output . and the target probability p.s ="
Once the shared step size a®°™ falls below a minimal threshold
(e.g., 10719), it indicates that additional perturbations have
negligible effect, and the iteration is terminated.

B. Verification Process under JPEG Compression

The framework consists of two phases: (1) Adjustment
Phase, which adaptively estimates the appropriate JPEG QF
for robust adversarial sample generation, and (2) Verification
Phase, which tests model identity based on output probabili-
ties. The overall process is illustrated in Fig. 1.

1) Adjustment Phase for Unknown JPEG Compression:
In practice, the JPEG QF used during transmission (Girans)
is typically known to the legitimate owner. If no further
compression is applied in the cloud, the generation QF can
match the transmission setting: ggen = Girans. However, cloud
environments may apply additional JPEG compression with
an unknown QF ¢.oug. In such a case, even with a known
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Algorithm 1 I-FDGSM-AJ

Algorithm 2 Adaptive Estimation of JPEG Quality Factor

Require: Original Image: @, Model: M,
Target Classes: ¢, ¢/, Target Probability Value: p
Factors of I-FDGSM: o™, 3¢ =1, BC' =1,
Averaging Interval: [, Tolerance for Error: T4
Ensure: Adversarial Image: 2%
1V =g
2. for N € {1,2,--- | N™*} do
3: i = Adv(z |, M, acom e g’

4 w*}\‘}fjpg = JPEG(z',QF = dgen)
5 PN = M(w?s,vjpg)

6: if N mod [ = 0 then

7. ﬁmean _ %Zij\;Nf'lJrl ﬁz

8: if e < (1 - T4")pg* then
9: B¢ +— B¢ +1

10: else

11: B¢+ B°+1

12: end if

13: if (1 — T9H)pet < pmean < (1 4 T9) = then
14: a®™ +— 0.5 o™

15: end if

16: if o™ < 10719 then

17: ' =

18: break

19: end if

20: end if

21: end for

Qirans, determining an appropriate @een becomes non-trivial.
The final output probability p;," depends on the cumulative
degradation introduced by both gians and gejoug, relative to the
simulated compression at ggen. If ggen is lower than the effective
compression level, the perturbation may be over-preserved,
resulting in a higher-than-intended p;,™ . Conversely, if ggen is
higher, the perturbation may be excessively suppressed, leading
to a lower-than-target probability. To address this, the frame-
work performs an adaptive adjustment: for each candidate ggen,
an adversarial sample 2% is generated using I-FDGSM-AJ,
where JPEG simulation with the given g, is applied during
optimization. The generated sample is then JPEG compressed
using quans and queried through M°PY to obtain the output
probability p¢,”™. The deviation from the target is computed as
DProb ('t 5°PY) This process is repeated while refining geen
until the observed output closely matches the target probability,
enabling robust verification despite unknown JPEG settings.
This adaptive adjustment process is formalized in Algo-
rithm 2. Starting from an initial gge,, the framework iteratively
generates adversarial samples using [-FDGSM-AJ, queries
M*®PY to obtain output probabilities, and evaluates the de-
viation from the target using the distance metric DP™°. The
direction of the update is determined by the si%n of the average
deviation D across the image set: if D'~ > 0, Qoen 18
decreased to amplify the perturbation effect; otherwise, gge, is
increased to suppress it. This rule helps guide the search toward

target
C/ 9

Require: Image set {wi}i]\il, models M, M, target prob-
ability p.s*®, step size Aq
Ensure: Estimated QF ggen
1: Initialize ggen
2: for t =1 to T™2* do
3: for i =1to N do

4 22 = LFDGSM-AI(z;, M, ggen)
5: D, = Dprob(pfj‘dll'get7 Mcopy(weiidv)c/)
6: end for

7: D = % Zi D;

8 if D > 0 then

9: Qgen <~ Qgen — Ag

10: else

11: Qgen < Qgen + Aq

12: end if

13: end for

the desired output probability. The update is repeated using
a fixed step size Ag until convergence or until a maximum
number of iterations is reached.

2) Verification Phase under Double JPEG Compression:
Once @gen is determined, the owner generates an adversarial
sample x*® using I-FDGSM-AJ with virtual JPEG simula-
tion at gge,. The sample is then compressed with Gyans and
submitted to the cloud model, which may further compress
it with an unknown qcjoyq. Thus, double compressed image
is input to MY, which returns a probability vector p°.
If the observed probability p,”™ remains sufficiently close to
the target p =" —i.e., if D™ is small—then the third party
can conclude that M® = M. Conversely, if DP™ is far
from zero, the probability could not be accurately controlled,
indicating that the queried model differs from the owner’s and
verification fails.

IV. COMPUTER SIMULATION
A. Performance Degradation of I-FDGSM under Compression

To evaluate I-FDGSM'’s robustness under JPEG compres-
sion, we conduct a quantitative analysis of its probability ma-
nipulation performance under varying compression conditions.
In this experiment, adversarial samples were generated from
the ImageNet validation set using model M (ResNet50-v1),
targeting class ¢ with p*" = 0.3. JPEG compression was
then applied to the generated samples with QF ranging from
95 to 70. We throw some queries to M°PY by increasing the
number of adversarial samples to observe the convergence be-
havior of the performance metric (averaged |ﬁpr°b|). Note that
—=prob, . . . .
|D™ | is close to O if an adversarial sample is uncompressed.

The results are shown in Fig. 2. Two evaluation models were
considered: the same model as the generator (M = M =
ResNet50-v1), and a different model (M °PY = ResNet50-v2),
to assess robustness and transferability, respectively. Note that
ResNet50-vl and ResNet50-v2 in PyTorch share the same
network architecture, but are trained with different parameter
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Fig. 2. Variations of |5pmb\ with respect to the number of used samples.

initializations and recipes, resulting in distinct weight sets.
—prob

In the same-model case, the absolute value |D™ | converges
to approximately 0.97, while in the different-model case,
it remains consistently high in the range of 0.99 to 1.00.
Moreover, it is observed that the value of |ﬁpmb| increases as
QF decreases, indicating a degradation in attack performance.
These results demonstrate that the probability manipulation
achieved by I-FDGSM becomes fragile under JPEG com-
pression, especially when QF drops below 85. As a result,
verification accuracy deteriorates, and the ability to distinguish
between M and M°PY diminishes. This highlights the need for
a more compression-resilient adversarial attack.

B. Verification with Single JPEG Compression

In this experiment, we evaluate the effectiveness of the
proposed I-FDGSM-AJ method in a controlled setting where
JPEG compression is applied only once. Specifically, we con-
sider a scenario involving a single round of JPEG compression
with no additional processing (i.€., qcloud 1 not applied). This
allows us to isolate the effect of the transmission-stage QF gans
and assess how well adversarial perturbations are preserved un-
der these conditions. Adversarial samples were generated using
ResNet50-v1 via the I-FDGSM-AJ, such that the target class
probability was set to p*" = 0.3. For a given generation QF
(gen» adversarial samples were generated for 100 images from
the ImageNet validation set. Each sample was subsequently
compressed using a different QF gyrans, and the resulting images
were input into the same model (M = MPY = ResNet50-v1).

For each combination of geen and Guans, We recorded the
average probability distance D" and the mean target class
probability mean(p;," ). These metrics were used to evaluate
how well the adversarial perturbations survived the lossy
compression process and whether the ownership verification
conditions were still satisfied.

The results are shown in Fig. 3. When Qeen = Girans, the
—=prob
|

probability is mean(p;,”) =~ 0.3, and |D ~ 0. When
Qeen < Guans» the probability increases (mean(f.,"™) > 0.3)
and o < 0, indicating that the generated perturbations
are preserved more strongly than expected. Conversely, when
Qeen > Gurans, the probability decreases (mean(p,,”) < 0.3)
and D™ > 0, suggesting that the perturbation effect is
excessively suppressed due to stronger-than-anticipated com-
pression. These results demonstrate that, if gqans used in the
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Fig. 3. Heatmap of mean(ﬁcc‘fpy) and D" values for multiple ggen and grrans.
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Fig. 4. Heatmap of mean(ﬁi?py) and D™ values for multiple gians and
qcloud- 9gen = 80.

compression process is known in advance, setting ggen = Girans
can notably improve verification accuracy.

C. Verification with Double JPEG Compression

We conduct an evaluation assuming a scenario in which the
owner of M applies JPEG compression with gcjouq to the
received adversarial samples. The experimental conditions are
the same as in the previous section, except that the generation
QF is fixed at geen = 80, and an additional JPEG compression
using qcioud 1S applied after transmission. We investigate the
impact on verification performance when both gans and geioud
vary.

The results are shown in Fig. 4. When both ¢ans and geiouq
are greater than gee,, and at least one of them is close t0 Ggen,
the perturbation effect is preserved, yielding D" ~ 0 and
enabling accurate verification. This indicates that the model
output under double JPEG compression is predominantly influ-
enced by the lower of the two QFs. However, our results show
that even when qy,ns and gejouq are known, accurately selecting

. . . —==prob , . ..
(Jgen to minimize D is not straightforward. This is because
the optimal qg, does not always lie exactly at either value,
and its impact depends on the complex interaction between
the two compression stages.

D. Verification under Unknown Cloud Compression

Building on the proposed adaptive algorithm, Algorithm 2,
we evaluate its effectiveness in scenarios where the cloud-side
QF qcloug 1s unknown, while the transmission-side QF ¢ans 18

2025 Asia Pacific Signal and Information Processing Association Annual Summit and Conference (APSIPA ASC) 2144



€= Ggen=70 Ggen =70 |qgen=70 Ggen =70 Ggen=70 Ggen =70

2= dgen =70 Ggen =75 Ggen=75 Qgen =70 Ggen =75 qoen =75

@ —Ggen=70 Ggen =75 Goen =80 Ggen =80 Ggen =80 Ggen =80 0.6

2

5

Q
10 LI Goen = 70 Ggen =80 Ggen =85 Ggen =85 Ggen =85 04

Q- Goen =70 |Goen =75 Ggen =70 Ggen =85 Ggen =90 Ggen =90

Qtrans

-02
8= Ggen =70 Ggen =75 Ggen =80 Qgen =85 Ggen =85 Ggen =95

| | ! ! ) 1 =00
70 75 80 85 90 95

Gcloud

Fig. 5. Heatmap of estimated qgen and the corresponding D™ values for
multiple Guans and geloud-

known. The objective is to determine whether the generation
QF ¢gen can be adjusted using only feedback from the output
probability deviation DP®, without requiring knowledge of
Gcloud- In the simulation, candidate values of g, are iteratively
refined with a fixed step size Ag = 5, balancing estimation
accuracy and computational efficiency. In our simulation, the
maximum iteration count was set to 7™* = 10, which
provided a good balance between efficiency and convergence.

The results are shown in Fig. 5. In the heatmap, the vertical
and horizontal axes represent Qs and geoud, respectively.
Each cell displays the estimated e, Obtained by the proposed
algorithm, while the color indicates the corresponding value
of Epmb. The maximum observed value of bpmb is 0.79,
occurring at the combination (girans, Geioua) = (85,70). In this
case, the lower bound for ge, was set to 70, suggesting that

. . —=prob . .
further reduction in D' may be possible if smaller gge,

values are permitted. For all other combinations, Epmb remains
below 0.5, indicating that the proposed algorithm effectively
estimates a suitable gy, and allows a successful verification.
Furthermore, when M = M*®PY reducing the step size Aq can
further decrease D™

In contrast, when M # M PY it is observed that Epmb re-
mains close to 1 under all conditions, suggesting that accurate
estimation of gge, is not achievable in such cases. These results
suggest that the proposed approach exhibits strong robustness
with extremely low transferability of adversarial perturbations
to other models, ensuring successful verification only when
M = M*®°PY, even in cases where Qyans and gejoud are unknown.

V. CONCLUSION AND FUTURE WORK

This paper proposed a robust ownership verification frame-
work for DNN models that remains effective under JPEG
compression. Extending our previous work on probability-
controlled adversarial attacks, we introduced I-FDGSM-AJ,
which integrates JPEG simulation into the optimization pro-
cess. To address unknown compression settings, we further
proposed an adaptive method to estimate suitable generation
parameters. Experimental results showed that the proposed
approach enables reliable verification under both single and
double JPEG compression, outperforming previous methods in

lossy environments. This highlights its applicability to practical
MLaaS scenarios where image degradation is common.

Future work includes extending the framework to other
transformations such as resizing, format conversion (e.g.,
WebP), and defense-aware settings. While this study assumes
aligned JPEG compression, the proposed method is designed to
be adaptable and may be extended to more complex scenarios
with additional development.
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