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Abstract—Voice cloning technology has advanced rapidly due
to its capacity for flexible speech customization, with applications
spanning media content production and chatbots. However, this
technology also poses significant risks to voice privacy, such
as fraud via cloned voices and unauthorized access to speaker
authentication systems. Recent research efforts have focused on
preventing such imitation using adversarial examples. When
applied to speech, such examples, or adversarial speech, can cause
voice cloning models to synthesize speech signals that differ from
the target voice, thereby protecting audio privacy. A previous
study demonstrated the effectiveness of adversarial speech, which
is optimized based on a simple loss function with only the
target speaker’s embedding. In this study, we propose a novel
adversarial speech generation method, incorporating an anchor
speaker embedding into a loss function to enhance the protective
performance from objective and subjective perspectives. We also
propose a method that uses Adam to optimize the noise added to
the original speech to generate adversarial speech. Experimental
results indicate that the proposed method is superior to the
conventional method in objective and subjective metrics.

I. INTRODUCTION

Text-to-speech (TTS) and Automatic Speech Recognition
(ASR) technologies have been rapidly improving their per-
formance in recent years due to advances such as deep
learning methods. In fact, synthetic speech using deep learning
models [1], [2] greatly improves naturalness and intelligibility
compared to conventional HMM-based methods [3] and is
being used in a wide variety of systems, including smart
speakers, voice assistants, and navigation systems.

However, this technological advancement in speech brings
new security risks threatening voice privacy [4], [S]. Voice
privacy, in this paper, refers to the state where a person’s
voice and audio matching its characteristics are not used by
others without their permission. Deep-learning voice cloning
technology [6]-[9] endangers voice privacy because it allows a
TTS model to reproduce a person’s speech with high accuracy
based on a small number of speech samples. In addition, much
content, including personal speech, is posted on social media
platforms, and these speech data are more easily collectible
than users realize. Therefore, the development of voice cloning
technology increases the concern that malicious third parties
will use imitated speech to commit criminal acts such as
spoofing attacks, fraud, and unauthorized access to devices
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Fig. 1. The overview of our proposed method.

equipped with voice authentication functions. Against this
backdrop, there is a growing need for technology to protect
voice privacy.

To address these threats to voice privacy, the application of
adversarial examples [10]-[12], which affect the performance
of deep learning models, has received much attention. Adver-
sarial examples are data produced by adding small amounts of
noise to the original data; when input to a model, a resulting
output differs from an intended output. This approach has been
extensively studied, especially in the image recognition field,
as a method for inducing misclassification of objects, and
the efficacy of attacks using adversarial examples of image
data has been widely reported [13]-[16]. In the speech field,
the methods for adversarial example generation have also
been investigated for speaker recognition [17]-[19] and ASR
models [20]-[23], with progress made in degrading model
performance [24]-[29].

However, research using adversarial examples as a counter-
measure against voice cloning has not been established yet. A
conventional method [30] using an iterative fast gradient sign
method (I-FGSM), which generates an adversarial example
that increases the distance to the speaker embedding of the
original speech, was limited to demonstrating its effectiveness
using objective evaluation metrics. The example objectively
increases the distance but is not guaranteed to do so sub-
jectively. We found several cases where the speaker identity
in its cloned speech was not sufficiently changed auditorily.
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This suggests that the embedding space generated by a speaker
encoder and human perception of speaker identity may have
different properties, and objective and subjective evaluation
metrics may not match. Therefore, there is a need for a method
that not only excels in objective evaluation metrics but also
allows subjective perception of changes in speaker identity.

In this study, we propose a new loss function and an
improved method for optimizing the noise added to the original
data when generating adversarial examples. The proposed loss
function induces the speaker identity of an adversarial example
to be closer to an anchor speaker other than its original speaker,
unlike a conventional loss function that merely distances the
identity of the adversarial example from its original speaker.
Verifying the effectiveness of the proposed improvements by
objective and subjective evaluation metrics, this study presents
a new approach to voice privacy protection.

II. VOICE CLONING AND ADVERSARIAL EXAMPLES
A. Speaker Conditioning VITS

Variational inference text-to-speech (VITS) [31] is one
of the advanced end-to-end TTS model. Conventional TTS
methods typically employ a pipeline comprising several steps,
such as text analysis, conversion to phoneme sequences, and
speech waveform generation. In contrast, VITS integrates
variational inference with adversarial training to synthesize
high-quality speech directly from text using a single model.
Moreover, VITS supports multiple speakers by using speaker
IDs. Speaker conditioning VITS (SC-VITS!) extends this
framework by incorporating a speaker encoder that inputs
target speech and outputs a continuous latent speaker represen-
tation. Consequently, SC-VITS is capable of extracting speaker
features from the target speech and reflecting these features in
a generated speech sample, thereby enabling arbitrary voice
conversion and high-quality voice cloning.

B. Iterative Fast Gradient Sign Method

A fast gradient sign method (FGSM) [10] is a method
that uses the gradient information of the loss function of
a classification model to generate adversarial examples by
making minor modifications (i.e., adding noise) to input data.
It is the most basic approach among adversarial example
generation methods and is intended to generate adversarial
examples as input data that would cause a model to misclassify
(i.e., attack the model). The adversarial example x’ is given
by

x' =x—¢e-sign(VxL), (1)

where x is the original input data, € is a scalar value controlling
the amount of noise, sign(-) is the sign function, and L is the
negative loss function of the model. The sign function makes
the noise uniform in magnitude and keeps the computation
simple. FGSM is computationally inexpensive because it adds
noise in a single step but has a low success rate for attacks on
the model.

Thttps://github.com/hcy710/SC-VITS

Iterative FGSM (I-FGSM) [11] is an extension of FGSM in
which noise is added in multiple iterations to increase the ef-
fectiveness of adversarial examples generated. The adversarial
example x| obtained at the i-th iteration is given by

!/
X = X,

2
x; 1 = clip, (xj — a - sign (VL)) @

where clip.(z) is a clipping function that -calculates
max(—e, min(z,€)) for each element z € z, and « is a
scalar value controlling the amount of noise added per time
(0 < a < €). I-FGSM has a higher attack success rate than
FGSM but at the cost of increased computation.

C. Non-Targeted Loss Function

A previous study applying adversarial examples to speech
generation [30] focused on the loss of the original speaker
identity by using a loss function consisting of a single term,
as in the following equation:

T
CadvCorg (3)

L = cos (€, €org) := 17— m7———
COb( adv org) ||eadVH2||eorg||2’

where e, and e,q, are the speaker embeddings obtained by
inputting the original input speech and an adversarial example
for that speech (i.e., adversarial speech) into a speaker encoder,
respectively. The speaker identity of the adversarial speech
can be effectively distanced from the original speaker by
employing this loss function in adversarial example generation
methods such as I-FGSM.

D. Baseline

We assume that SC-VITS, an advanced model for high-
quality speech generation, is used for voice cloning. We adopt
the method as a baseline, generating adversarial speech using
the loss function in (3) and I-FGSM [30]. This method aims
to prevent the speaker encoder of SC-VITS from successfully
extracting the speaker identity of input speech by derailing its
inference.

III. PROPOSED METHOD

A. Noise Optimization Using Adam

The gradient of I-FGSM is prone to oscillation, and con-
vergence may become unstable with an increasing number of
iterations. Moreover, since « is a constant, it does not adapt
to the loss range, which can result in insufficient updates in
regions with sparse gradients. To address these issues, we
propose a method for generating adversarial speech using
Adam [32].

We define the relation between the original speech sample
x and the adversarial speech sample x’ by introducing noise
d, such that x’ = x+ 4. In this context, our proposed method
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iteratively optimizes d using Adam:

m; = Bim;_ 1 + (1 p1)VsL, “4)
vi = Bavio1 + (1 — B2)(VsL)?, (5)
m; = m;/(1 - B}), 6)
Vi =vi/(1-By), (7)

0iy1 = 0; — Qagam M;/\/V; + € ®)

where L is a loss function, m; and v; denote the first moment
(mean) and second moment (variance) of the gradient of the
loss function at the i-th iteration, respectively, ;1 and (35 are
decay rates for the respective moments, cvugam 1S @ Step size,
and € is a small constant.

This dynamic calculation of § suppresses the gradient’s
oscillation, operates independently of the loss range, and han-
dles sparse data effectively, resulting in faster and more stable
convergence during adversarial speech generation compared to
I-FGSM.

B. Targeted Loss Function Using Anchor Speaker Embedding

Equation (3) does not guide adversarial speech toward ac-
quiring a new speaker identity. Consequently, the speech could
be as far removed from human speech as noise, which is easily
perceived. To address this issue, we propose a loss function that
directs adversarial speech toward a specific speaker (anchor
speaker) identity:

L = cos (eadv» eorg) — Acos (eadw eanc)- )

Here, ey is the speaker embedding of an anchor speaker
different from the original speaker, and )\ is a parameter that
controls the similarity to the anchor speaker. By distancing the
speaker identity of the adversarial speech from the original
speaker while bringing it closer to the anchor speaker, the
proposed loss function not only disrupts the original speaker
identity but also induces the adversarial speech to acquire a
new speaker identity. In other words, by explicitly establishing
the objective of approaching another specific speaker, our
proposed method aims to change the speaker identity more
intentionally and incorporates a subjective perspective.

The case in which the anchor speaker’s gender differs
from or matches that of the original speaker may present
advantages and disadvantages. When the gender is different,
the adversarial speech is more likely to have a distinctly
different voice quality from the original speaker, making it
more subjectively perceived as a different person. However, a
greater amount of noise may be required to achieve a change in
speaker identity. Conversely, when the anchor speaker shares
the same gender as the original speaker, the change in voice
quality is less pronounced, although a smaller amount of noise
may be needed to alter the speaker identity. The experiment
will investigate how the choice of the anchor speaker’s gender
affects both subjective and objective evaluations.

C. Flow of Proposed Method

Fig. 1 depicts the flow of our proposed method for gener-
ating adversarial speech that attacks the speaker encoder of
a pre-trained SC-VITS. ey, is randomly selected from the
average embeddings of each speaker in an anchor dataset,
taking their genders into account. We employ this simpler
random selection because our preliminary experiment revealed
little difference in performance between the random selection
and the selection method in which e,,. is the least similar
to eor,. The method adopts (9) for L in (4) and (5). 4 is
obtained by backpropagating the L (i.e., computing VsL) and
applying the Adam method. Thus, by repeatedly inputting the
adversarial speech into the encoder and updating the noise
using the loss function, the finished adversarial speech with
the optimized noise is obtained.

IV. EXPERIMENTS
A. SC-VITS Training

SC-VITS was trained from scratch using the train-clean-
100 and train-clean-360 subsets of the LibriTTS dataset [33]
with the VITS loss function. It was trained for 237 epochs
(equivalent to 10,000 iterations) with a batch size of 32 and a
sampling frequency of 24 kHz. AdamW [34] was the optimizer
with a learning rate of 0.0002 and the betas set to 0.8 and 0.99.
For spectrogram computation, 1,024 frequency bins, a hop
length of 256, and a window length of 1,024 were employed.

B. Inference: Noise Optimization

From the test-clean subset of the LibriTTS dataset, 10
samples were extracted per speaker to create a dataset of
20 male and 20 female speakers. o and ayg,m Were set to
0.0001, 31 to 0.9, and B5 to 0.999. To compare the quality of
adversarial speech under equivalent conditions, we introduced
AUT-MOS, defined as the UT-MOS [35] of the original speech
minus that of the adversarial speech. Noise optimization was
repeated until this value reached 0.1, 0.2, 0.3, 0.4, or 0.5, and
the results were compared for each case.

C. Evaluation Metrics and Methods for Comparison

Two metrics were employed for objective evaluation. The
similarity between the speaker embedding of the original
speech and the adversarial speech was assessed using the
cosine similarity defined in (3). In addition, following [30], we
adopted the equal error rate (EER), an evaluation metric for
automatic speaker verification (ASV). EER measures whether
an ASV system, with the original speech registered, accepts or
rejects the clone of the adversarial speech. Since the original
speaker and the clone originate from the same speaker, a
higher rejection rate of the clone results in an increased false
rejection rate and EER. In other words, the more effective the
adversarial speech is, the more likely the system will reject
its clone, leading to a higher EER. For the calculation of
EER, we employed a pretrained ECAPA-TDNN [19] available
in SpeechBrain [36]. The compared methods included three
approaches: the baseline (I-FGSM) described in Section II-D
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Fig. 2. Results of the preliminary experiment to determine an optimal .

and the proposed method under two conditions, one in which
the original speaker and an anchor speaker are of different
genders (Anchor-diff) and one in which they are of the same
gender (Anchor-same).

Two metrics were used for subjective evaluation, and eight
subjects participated. Speech quality and naturalness were
assessed using the mean opinion score (MOS) at AUT-MOS =
0.1 on the original speech (Original), the adversarial speech
generated by the two proposed methods (Anchor-diff, Anchor-
same), and the baseline (I-FGSM). The similarity between the
speaker identity of a presented speech sample and those of
the original speech was evaluated using the same-different test
on their corresponding cloned speech samples. Following the
original speech, one of the four cloned speech samples was
presented, to which subjects chose one of the four options:
very similar (VS), similar (S), different (D), or very different
(VD).

D. Hyperparameter Optimization

In (9), we set X to 0, 0.25, 0.5, 0.75, and 1 and measured
a mean EER across genders for each setting to determine the
optimal A. AUT-MOS was 0.1, 0.2, 0.3, 0.4, and 0.5. Fig. 2
shows the result of this preliminary experiment. It indicated
that the maximum EER was achieved at A = 0.25 when
AUT-MOS < 0.3 and at A = 0.5 when AUT-MOS > 0.4.
Furthermore, for all values of AUT-MOS, EER was higher
at A = 0.25,0.5 compared to the case when A = 0, that is,
when the conventional loss function in (3) was applied to the
proposed noise optimization method using Adam. This result
demonstrated the effectiveness of our method. The variation in
the optimal A\ concerning AUT-MOS is considered to be due
to the early convergence of the second term in (9) when AUT-
MOS is large for a given A, which restricts the convergence
of the first term and prevents sufficient separation of speaker
identity. For practical purposes, since it is necessary to generate

TABLE I
RESULTS OF THE OBJECTIVE EVALUATIONS. THE GENDERS LISTED IN THE
FIRST COLUMN INDICATE THE ORIGINAL SPEAKER’S GENDER.

Female Male
AUT-MOS | Method Cos(l) EER() | Cos(l) EER(})
I-FGSM 0.25 32.38 0.28 32.58
0.1 Anchor-diff 0.13 41.15 0.19 35.60
Anchor-same 0.12 33.99 0.19 36.54
I-FGSM 0.02 39.57 0.03 40.66
0.2 Anchor-diff —0.13 50.74 —0.09 46.29
Anchor-same | —0.14 45.90 —0.07 47.29
I-FGSM —0.14 42.34 —0.14 47.98
0.3 Anchor-diff —0.30 57.78 —0.29 54.29
Anchor-same | —0.32 53.39 —0.27 56.20
I-FGSM —0.24 50.98 —0.26 53.10
0.4 Anchor-diff —0.43 58.41 —0.44 55.68
Anchor-same | —0.44 57.93 —0.41 60.46
I-FGSM —0.31 54.04 —0.34 53.19
0.5 Anchor-diff —0.52 58.38 —0.54 61.02
Anchor-same | —0.54 63.22 —0.52 62.74
TABLE II

RESULTS OF THE SUBJECTIVE EVALUATIONS. IN THE VS+S RESULT, THE
VALUES IN PARENTHESES REPRESENT THE VS AND S VALUES FROM LEFT
TO RIGHT. SIMILARLY, IN THE D+VD RESULTS, THE VALUES IN
PARENTHESES REPRESENT THE D AND VD VALUES FROM LEFT TO RIGHT.

Same-different

Method ‘ MOS(1) ‘ VS+S() D+VD()

Original 4.03 86.3 (45.0+41.3)  13.8 (11.3+ 2.5)
I-FGSM 3.56 | 48.8 (12.5+36.3) 513 (37.5+13.8)
Anchor-diff 3.66 | 48.8 (15.0+33.8) 51.3 (27.5+23.8)

Anchor-same 3.49 51.3 (18.8+432.5) 48.8 (31.3+17.5)

adversarial speech with minimal impact on speech quality,
A = 0.25 was adopted.

E. Results

Table I presents the results of the objective evaluations. The
proposed method had lower cosine similarities, which strongly
suggests that it more effectively distances the adversarial
speech from the original speaker in the speaker embedding
space. The proposed method had higher EERs, indicating that
the clone of the adversarial speech generated by the proposed
method exhibits greater changes in speaker identity compared
with one produced by I-FGSM. For cosine similarity, Anchor-
same tended to perform better when the original speaker was
female, whereas Anchor-diff tended to perform better when
the original speaker was male. In contrast, the opposite trend
was observed for EER. These results suggest that selecting a
female anchor speaker results in better cosine similarity while
choosing a male anchor speaker results in better EER.

Table II presents the results of the subjective evaluations.
For adversarial speech, the MOS for Anchor-diff was the
highest, suggesting that the adversarial speech of the proposed
method is superior in practical use. In other words, it suggests
that guiding the adversarial speech to acquire a new speaker
identity, as in the proposed method, prevents the noise added
to the speech from getting out of control and thus prevents the
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speech from being easily perceived as adversarial. The higher
MOS of Anchor-diff compared with Anchor-same indicates
less noise in Anchor-diff, which is contrary to our hypothesis.

Regarding the same-different test, achieving a higher VD
is more important than a lower VS to enhance the security
of cloned speech. Prioritizing a lower VS implies generating
cloned speech that is merely distant from the original speaker,
as in the case of I-FGSM. However, individuals abusing voice
cloning should attempt to restore and utilize the degraded
cloned speech. If speech restoration techniques such as distor-
tion reduction are applied to the cloned speech, it could once
again recover the original speaker, compromising its security.
In contrast, prioritizing a higher VD, as in the proposed
method, implies generating cloned speech closer to another
speaker. Even if speech restoration techniques are applied to
the cloned speech, it remains nearer to a different speaker than
the original one and is thus more secure. Therefore, achieving
a higher VD is more important than a lower VS from the
perspective of cloned speech security.

The proposed method efficiently increased VD for the
increase in VS. Compared with I-FGSM, Anchor-diff increased
VD by 72% while limiting the increase in VS by 20%.
This result suggests that the proposed method is suited for
enhancing the security of the cloned speech. The proposed
method performed comparably to I-FGSM in the results for
VS+S and D+VD in the same-different test. However, it
demonstrated superiority in cloned speech security, and the
proposed method outperformed I-FGSM in MOS and objective
evaluation metrics. In summary, the experimental results sup-
ported the superiority of the proposed method over I-FGSM.

V. CONCLUSION

In this study, we proposed a method for generating adver-
sarial speech that employs a novel loss function utilizing an
anchor speaker’s embedding and noise optimized using Adam.
We assumed that SC-VITS, an advanced open-source TTS
model, would be used for voice cloning, and we evaluated the
quality of adversarial speech generated by the conventional
I-FGSM method and that produced by the proposed method
using objective and subjective metrics. The experimental re-
sults demonstrated that the proposed method outperformed
the conventional method on many objective and subjective
evaluation metrics. Future work may include the evaluation
and performance enhancement of voice privacy protection for
speaker encoders not used in the adversarial speech generation,
as well as improvements in the computational efficiency of the
noise optimization method.
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