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Abstract—Honey is the third-most adulterated food product
in the world. Recently, AI-based hyperspectral detection has ex-
hibited promising superiority in classifying pure and adulterated
honey. However, the classification robustness of hyperspectral-
based models has barely been assessed in existing studies, leading
to the classification model being catastrophically ’collapsed”
under the attack of perturbations from honey adulteration.
A trustworthy detective model is anticipated to classify the
adulterated honey reliably, irrespective of perturbation attacks.
In light of this, we propose a modeling strategy that views
adulteration perturbations as variables. On top of that, accumu-
lated negative log-likelihoods of conditional generative models
are further wrapped with the Bayesian rule to certify the
classification results, which improves classification robustness
and accuracy of spectral detection models under attacks of
adulteration perturbations. The results of empirical experiments
imply that our proposed method successfully outperforms the
state-of-the-art in applying hyperspectral techniques to classify
the authenticity of honey. The precision score is still averagely
over 85% for classifying adulterated honey when adulteration
concentrations are shifted, and the recall score is over 85% when
unobserved honey types attack. Consequently, our findings are
eligible to serve as a potential way to improve the robustness and
accuracy of hyperspectral detection models against food fraud.

Index Terms—Manuka honey, Hyperspectral imaging, Diffu-
sion models, Syrup adulteration.

I. INTRODUCTION

The global honey market generated a revenue of USD
9,448.1 million in 2023 and is expected to reach USD 13,574.7
million by 2030. Unfortunately, honey is the third most
adulterated food product in the world [1]. Honey adulteration
will pose severe risks to the glycemia and diet of consumers,
as the addition of cheap syrup is the primary adulteration
trick [2]. Hence, it is significant to classify authentic and
adulterated honey reliably to protect consumers’ health and
wealth. Recently, Al-based spectral detection has exhibited
elite superiority in classifying the authenticity of honey, ir-
respective of cost, efficiency, and non-destructiveness [3]—[5].

However, most studies have not fully discussed the classifi-
cation robustness of honey detection models, resulting in the
penalty of models poorly classifying the spectrum of adul-
terated honey when different adulterated tricks produce some
shifts. In this scenario, our detection model will be fooled to
flip its prediction if spectral inputs are perturbed with unob-
served adulteration shifts from syrup-honey concentrations. In
order to address this issue, a straightforward solution is to
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manually simulate as many adulterated samples with shifted
syrup-honey ratios as possible. Subsequently, implementing
adversarial training improves the robustness of classification
models against attacks of adulteration perturbation [6], [7]. In
actuality, artificially mixing syrup and honey via an expected
ratio is too labor-intensive, time-consuming, and complicated.

Currently, the reference solution is to generate perturbed
samples through a generative model or augment perturbed
samples [7], [8] rather than producing them artificially. Fur-
ther, a larger scale of training on top of the expanded
database is to improve the robustness and generalization of
the classifier [9]. Although this two-step approach achieves
the state-of-the-art in detecting honey quality, data generation
and classification processes are independent; thereby, it fails
to link the generative models’ simulated trajectories [10] with
class predictions. In terms of this, we manage to bridge two
separable steps by accumulating full simulated path p!(x|c)
to estimate negative log-likelihoods (NLL) for classification
[11]. In light of the estimated NLLs under different class con-
ditions, Bayesian inference is conducted to recognize honey
authenticity despite the uncertainty of perturbation robustly.

In conclusion, we intend to handle the underlying adulter-
ated attacks on classification models, such as human-designed
shifts in syrup-honey ratios. As illustrated in Fig. I, a condi-
tional generative model is implemented to further improve the
spectral detection model’s robustness and accuracy in classify-
ing honey’s authenticity. Technically, the conditional diffusion
model (CDM) [12] is conducted to offer a certified robust
classification by using approximated ELBOs to calculate the
maximum posterior. The results demonstrate that our proposed
method outperforms conventional methods in honey spectral
detection. In particular, we observe exceptional performance in
terms of the model’s robustness against adulteration perturba-
tions. In summary, our study makes three main contributions:

(1) Firstly, we propose a novel causal map, viewing the
adulteration perturbation, such as shifted syrup-honey ratios
and unobserved honey types, as variables during hyperspectral
authenticating.

(2) On top of this map, the Bayesian rule is introduced
to calculate the classification probability by estimating the
negative log-likelihoods of conditional flows.

(3) Finally, the probabilistic model allows for robust classifi-
cation of authentic and adulterated honey even when it suffers
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from adulteration perturbations.

II. RELATED WORK

This section begins with current works establishing a hyper-
spectral classification model against food fraud. Subsequently,
we will concentrate on recent advances in conducting genera-
tive models to detect food fraud.

A. Spectral classification model against honey fraud

Currently, the construction of hyperspectral classification
models for honey adulteration mainly depends on two train-
ing methods: statistical machine learning-based [3] and deep
learning-based [13]. Although the former has the advantages of
cost-free training and theoretical evidence, poor representation
learning limits its performance due to the high dimensionality
and complexity of hyperspectral data [14]. As a result, owing
to the powerful representation learning ability, deep learning
has successfully been a mainstream evolution in detecting
honey adulteration by hyperspectral techniques [2]. However,
supervised deep learning has an extensive demand for the
training data scale [15]. Otherwise, the classification model
will suffer from catastrophic uncertainty, especially when input
spectral data is perturbed. To ensure a robust classification
model under attacks of adulteration, manually simulating
thousands of honey-adulterated samples with diverse syrup-
honey ratios might be mandatory. However, obtaining such a
highly anticipated database is too complex, thus forcing us to
explore more reasonable solutions to improve the classification
robustness of hyperspectral detection models against honey
fraud.

B. Conditional diffusion models

Recently, there have been rapid findings that generative
models proceed with areas such as image-audio generation, 3D
splatting, and image segmentation [16]. Notably, generative
models have been shown to be feasible in facilitating food
fraud detection. GANs and CVAEs are the two most popular
models used to generate additional spectrum and attack the
spectral detection model [6], [7]. Despite the certified advan-
tages of GANs and CVAE:s in generating the training spectrum
with our target conditions, recent work implies that diffusion
models beat them in multiple dimensions [10]. In particular,
diffusion or score models are more promising in dealing with
uncertainty, which is the primary focus of our study, since
they simulate a time-dependent stochastic process where data
are gradually corrupted with noise and reconstructed in a
probabilistic way [10].

CDM represents a powerful and flexible class of generative
models that extend the capabilities of score-based diffusion
processes to handle conditional data generation tasks. Based
on the foundation of stochastic differential equations (SDEs),
these models learn to reverse a predefined diffusion process
that gradually transforms structured data into noise. By con-
ditioning on auxiliary information, such as class labels, text,
or other modalities, conditional diffusion models can generate
samples that are not only high-quality but also aligned with
the provided conditioning signal.

C. Lipshcitz constant of classifiers

In the view of a classifier {4(x) € R”, which represents
input x to output logits or class probabilities over the class
y. To measure the smoothness or robustness of the classifier
in the presence of noise perturbations, the definition of the
Lipschitz constant [17] is in local Lipschitz continuity:

1fo(x 4 €) — fo(x)]| < Kolle]| (1

Alternatively, we can simplify the Lipschitz constant of a deep
learning classifier via its first-order gradient of € in Eq. 2. The
format of this constant could be updated if we have a smoothed
function [18].

Ko =sup||Vf(x)| = max u' VE, [f(x + €)] 2

Here, K is the Lipschitz constant and E[.] is a smoothed
continuous function. The property K, ensures that small
changes in the input of the function result in proportionally
small changes in the output, which is crucial in many areas
like numerical analysis and machine learning, particularly in
the training and convergence of models.

[II. PROPOSED METHOD

This section first introduces our proposed causal map for
modeling the process of honey authentication. Secondly, we
implement CDMs to improve classification robustness.

A. Proposed causal map of modeling strategy

Fig. III-A compares the previous strategy and ours. One of
the most evident differences is that existing works barely treat
those shifts in adulteration concentrations as variables. Instead,
only a few separated and fixed values were prepared to train
a spectral detective model. However, this training approach
will penalize the model’s robustness against perturbations,
regardless of any variations and shifts in the detection process.
Particularly, perturbed samples in our study refer to spectral
data outside the distribution constructed during the learning
process due to artificially designed shifts in adulterated ratios.
As far as we are concerned, this will be the first work to
evolve the traditional discriminative network with a generative
network in food adulteration detection. Owing to this advan-
tage, we intend to utilize denoising and stochastic processes
modeling from diffusion models to purify the perturbation and
resolve the uncertainties caused by out-of-distribution (OOD)
spectral data by shifted syrup-honey ratios.

B. Robust classifier via conditional diffusion models

Score-based diffusion models have recently become the
most attractive topic in tasks like image generation and audio
synthesis [10]. It refers to a family that involves gradually dif-
fusing the data distribution towards a given noise distribution
using a stochastic differential equation in Eq. 3 and learning
the time reversal of this SDE for sample generation. Apart
from the CVAEs or GANSs, the diffusion process starts from
the class-condition data xg ~ p(xp|c) and moves to the noise
data xr ~ AN(0,I); meanwhile, the time evolution path of
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Fig. 1. A modeling strategy for a robust detection model of adulterated honey in the presence of unknown ratios is proposed.
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Fig. 2. Proposed modeling strategy of detecting honey authenticity by using diffusion classifiers.

p(x) is governed by the Fokker-Planck equation denoted as
Eq.4. Accordingly, the training loss of our diffusion model
could be written as Eq. 5.

dXt = ft (Xt> dt =+ gt th (3)
W) e () + LA )
T 0:9(1),0) o

= Ext[g(t)*[Is0(x¢, t) — Vi log pe (x'[x) 3]
Song et al. [10] revealed that with a designed weighting, the
score-matching losses upper bound the log-likelihood of score-
based models. According to this theory, we approximate the
negative log-likelihood of score models with its upper bound,
denoted as Eq. 6. To calculate the classification probability

via the Bayesian rule, approximated classification ELBOs of
CDM are implemented to obtain the posterior through Eq. 8.
The maximum posterior determines the final output class. The
completed workflow is detailed in Algorithm 1. Additionally,
the Lipschitz constant of a classifier implies the robustness
and smoothness ability to go against the input noise x + e.
CDM-based classifier’s robustness will be certified according
to its Lipschitiz continuity assessment in Section I'V-C.

- InggDE (Xdata|c) < ﬁgDM (X§ C) (6)
L£5PM (x; c)
= Ext[9(t)?||s0(x¢, ) — Vi log pe(x'[x)[13] + 0(7)
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po(clx) = softmax(log py (x|c)) ®)

Algorithm 1: Robust classification via CDSM

Input: A pre-trained score model sy, input perturbed
spectral data x’, diffusion steps 7', optimization
steps IV, number of all class conditions K,
importance weighting A(¢), drift term f(x,t),
diffusion term g(t).
Output: Predicted class label ¢
Result: Class prediction ¢ = arg max, pg(c|z)
1 Initialize : m = 0,% = x’, \(t) « g(t)2, fpsar(0)
0
2 forn € {1,2,...
3 Estimate g =
VsEso[g(t)2lIs0(%0, £, 8) — Vi log py (x'[5) 3]
using randomly sampled ¢ and e;

4 Update purified X =X — ”gg”

,N—1} do

7

s force {1,2,...,K} do

6 Initial: xg < X

7 | forte{0,1/T,...,1} do

8 e~N(0,1)

9 Hts Ot <_N(X0*f(xtat)ag(t)2])
10 Xy <y + € oy

1 Vi, f(x},1) = Ele" Vi f(x},)e]
2 Vs log p(x}[xo) = — Zipe)

13 fDSM(t) —

Fosu(t) + g(t)?[so(x}, t, c) + 3 —
93— 2E[€T Vi £ (x4, 1)e]

14 Approximate — log pg(Xgatalc) < Eq.(6)
15 | Calculate po(c|Xdata) < Eq.(8)

16 return ¢ < arg max. pg(c|Xdata)

IV. EXPERIMENTAL RESULTS AND DISCUSSIONS
A. Experimental dataset acquisition and prepossessing

In our previous work, a hyperspectral dataset of 56 honey
products and 21 botanical sources in New Zealand was com-
piled [7]. Honey products were captured by the SOC710-VP
hyperspectral camera, where the spectral wavelength ranges
from 400 to 1000 nm. 128 spectral bands were captured
in each hyperspectral image, with an approximate 4.9 nm
spectral resolution and 520 x 696 pixels spatial resolution.
Subsequently, interested regions of honey were extracted and
segmented into 25 (5x5) pieces, with 10x10 pixels in each
piece. Within this dataset, clover and manuka honey graded
from UMF 5+ to 22+ were conducted to mix with syrups
at different levels. The ratios of mixing syrups and honey
were intentionally designed into four (5%, 10%, 25%, and
50%). Dynamic calibrations and Savitzky-Golay filters were
conducted and averaged on raw hyperspectral data to remove

the random variations caused by unstable environmental con-
ditions. Statistically, the dataset was divided into three parts:
training, validation, and testing, accounting for 3,640, 1,600,
and 1,310 samples, respectively.

B. Spectral classification results on perturbed and pure data

Firstly, we are looking at the results of using CDM to
classify the honey spectrum without adulterated shifts. This
experiment is analogous to a conventional test, assessing the
results of the classification model with consistent conditions
between the training and test sets. The test results in the table
show that the base classification model is not the most accurate
in classifying adulterated honey and pure honey under specific
concentrations, 97.7%, and 94.0%. On the contrary, the highest
precision and recall scores go to the ANN-based classification,
where they are both over 99.0% in Table IV-B. Secondly,
the diffusion classifiers slightly drop behind the CNN and
RNN-based models with observed adulteration ratios in these
two tasks. Surprisingly, a simple LSVM yields the second-
best result via all concentration conditions, namely 96.8%
precision and 95.1% recall. In actuality, we observe a slight
improvement, even a decrease in classification accuracy for
the proposed method when testing honey data is perturb-free;
the interpretive explanation will be illustrated in Section IV-C.
As demonstrated in Table IV-B, a series of generative model-
based classifiers are superior to the conventional discriminative
model. Numerically, the score-based classifier reaches the
highest result, even though it suffers from two different levels
of concentration perturbations, from 85.8% to 95.7%. On the
contrary, a three-layer ANN struggles to classify those fake
samples with concentration perturbations, dropping to nearly
55.3% for precision and 0.0% for recall. Compared with the
proposed approach, the VECAE and GANs-based adversarial
training shows worse robustness and accuracy against per-
turbed unseen concentrations, lower than 70.0%. Notably, our
proposed method is limited to the tolerance of defending
against attacks of adulteration perturbations. Collectively, once
the adulterated concentration has shifted over 20% away from
the training concentration, our proposed detection model will
be penalized for confusing the authentic and adulterated honey.
For instance, the accuracy and recall of recognizing the fake
honey with concentration 5% and 10% decrease overall by
18.6% and 20.3%, respectively, compared with training via
25% and 50%, but testing with consistent 25% and 50%.

C. Discussion

Results in Table IV-B imply that our proposed method
empirically outperforms discriminative methods, particularly
when exit shifts on honey adulterated ratios exist. We observe
the mean precision and recall increase of 18.3% and 14.0%
in the first two columns in Table IV-B. However, we will
draw a different conclusion when the table’s full columns
are assessed collectively. Statistically, a slight decrease is
visible in the experimental results when testing a CDM-
based classifier with clean data. This phenomenon is probably
because the DC-based training process concentrates more on
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TABLE 1
CLASSIFICATION RESULTS OF DIFFERENT METHODS ON CLEAN DATA AND PERTURBED DATA

Classification results

. (clean)
Adulterat_ed ratios Method Adulterated ratios (test)
(train) 5% 10% 25% 50%
prec  recall prec  recall prec  recall prec recall
LSVM  48.6 0.0 657  54.6 99.3  100.0 100.0  100.0
PLSDA 540 438 50.0 0.0 99.8  100.0 99.8 96.7
ANN 55.3 43 652 528 99.9  100.0 100.0  100.0
CNN 593 49.1 689  57.0 96.0 985 99.1 100.0
25%+50% VECAE 656 557 725 649 955 91.6 96.0 92.6
GANs 725 674 772 703 99.8  100.0 99.9  100.0
CDM 753  69.0 794  73.6 99.3 989 97.7 94.0

increasing robustness during classification under unobserved
attacks. Unfortunately, more robustness will be gained if the
penalty of dropping classification accuracy is paid from a 'no
free lunch’ theory.

This part will analyze the underlying relationship between
classification results and different adulterated concentrations.
The lower the concentration values, the worse the results
conventional discriminative classifiers will obtain. The reason
will be very intuitive since there are slight differences existing
in pure samples and adulterated samples with a lower ratio.
Slight spectral difference between lower ratios adulterated and
pure honey, which poses challenges on our model to make
correct decisions.

In this study, the robustness of our conducted spectral model
deserves to be more intentionally assessed and analyzed. As
mentioned in Section II-C, the Lipschitiz constant assesses
the smoothing ability against the input perturbations. The
lower the value, the more robust the model will defend
the perturbations from spectral inputs [17]. Accordingly, the
certified robustness of the base classifier can be analyzed from
the perspective of randomized smoothing (Chen et al. [19]).
To analyze the Lipschitz constant of our classification models,
we must dive them according to the chain rule since the ELBO
function ¢(.) of CDM is wrapped up with the Bayesian reverse.
Thus, the first term is a derivation of the softmax function.

0
— 1 2ol
= ||5ixsoftmax(g(x))H2
= || 2L softmax(Ee [£(x + o))

asoftmax E.[f(x + ot€)])

9(— prEe [f(x + ove)])

follow the format of Eq.2.

| 2ELxF)
ox
PO Bl ) ~ Do log (xR
d(x)

T ) 2
DS IENEREY
U= ORI
On top of this, the Lipschitz constant if the loss term

lsa(x¢,t) — Vx log pi(x|x)||3 and g(¢)? are normalized as
[0, 1]P, which is nearly identical to that in the “weak law” of
75Nl

randomized smoothing.
( 11)

Accordingly, the specific value of the derived Lipschitz con-
stant Ky has been tested in the work of Chen et al. [19],
suggesting that the CDM-based classifier is smaller than 0.02
on the CIFAR-10 dataset.

Although our study does not further implement the most
advanced techniques in generative models, like EDM [20],
using generative models to accelerate the defensive robustness
of the Al-based spectral detection method against food adul-
teration has proven feasible. Moreover, our proposed method
has a defensive upper bound against perturbation attacks, and
the model tends to collapse when the mixed syrup-honey
ratio shifts over 20%. However, this upper bound comes
from the empirical experiments; thereby, a more accurate
upper bound needs to be determined by testing the models’
defensive performance against attacks from different scales of
adulterated concentration values. The aforementioned method
will be used to update our results in future works. Moreover,
our experiment using honey origins from New Zealand is very
limited, complying with the New Zealand food policy. In the

||2 (10)

[ fo(x+€)y — fo(x)yll < —= e

< Zn el

DT [f(X + Ute)]) 0x
1 6(*ﬁEe [f(x+e)])

)
As for the second term, we can make an analogous for the
upper bound of CDM in Eq.6 as a smoothing function to

mture, we will collect honey from more geographical sources
to verify our results.

V. CONCLUSION

In this study, we propose a new strategy to classify honey
authenticity using hyperspectral data robustly. Conditional
diffusion models are further wrapped with the Bayesian rule
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to handle those perturbations from shifted adulterants. The-
oretically, the probabilistic classifier conducted in our study
is certified robust according to the analysis of the Lipschitz
constant against input noise. Empirically, our experimental
results imply that our proposed method effectively reduces
the uncertainty due to adulterated perturbations, enabling
our spectral model to classify adulterated honey even if the
adulterants are shifted. In the future, we hope our findings
can contribute to food fraud detection using spectroscopic
techniques, improving the robustness of detection models
when challenged by adulteration perturbations designed by
dishonest producers.
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