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Abstract—In this study, we examine personal authentication
technology using individual differences of acoustic transfer func-
tion measured from the pinna ; the Pinna Related Transfer Func-
tion (PRTF). In this paper, we consider personal authentication
using a smartphone, which is convenient and can be authenticated
simply by holding it against the pinna. However, it is known that
in the case of using a smartphone, PRTF changes according to the
direction of signal emission to the pinna during measurement, so
that the authentication rate is lower than that of using earphones
and headphones. The position information of the smartphone is
measured by the acceleration sensor and proximity sensor and
used together with the PRTF for learning at the same time. We
demonstrate that the proposed method can deal with the changes
in the smartphone’s position of each measurement and improve
the robustness.

I. INTRODUCTION

Recently, personal authentication technology has been in-
troduced in Internet shopping, apartments, companies and so
on. However, since authentication methods using ID cards
and passwords are the mainstream at present, the number of
damage such as spoofing caused by loss of ID cards and
password theft is increasing. Therefore, biometric authen-
tication is drawing attention. Biometric authentication is a
personal authentication technology using human’s biometric
information with robustness and convenience.

In research on biometric authentication technology, authen-
tication methods using moving images of the pinna have
been studied [1]. Several studies investigated that the shape
of the pinna are complicated and there are large individual
differences [2-5]. On the other hand, the conventional research
described the feasibility of an authentication system using
acoustic transfer functions of the pinna and the ear canal [6].

In the conventional study, authentication experiments were
conducted using the acoustic transfer function of the pinna;
the Pinna Related Transfer Function (PRTF) measured by
microphones attached to earphones, headphones, and mobile
phones [6]. As a result, the authentication accuracy of the
mobile phone was lower than those of the headphones and
the earphones. This is because that headphones and earphones
cover the pinna and the ear canal. Accurate measurement of
PRTF improves authentication accuracy. This fact is also used
for an authentication system using canal-type earphones [7].
The classification error is shown to be less than 1%. How-
ever, headphones and earphones need to be worn for each
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Fig. 1. Overview of personal authentication using PRTF and sensor data.
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Fig. 2. Example of input data.

authentication. On the other hand, smart phone is considered
more convenient because it just need to hold like calling.
Therefore, we focus on an authentication system using the
PRTF measured by smartphone that is as convenient as a
mobile phone.

H. Takemoto et al. showed that the PRTF changes according
to the direction in which the measurement signal is emitted
to the pinna [8]. Furthermore, our previous study suggested
that measuring PRTF from different directions and using them
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. .. . TABLE I
simultaneously for authentication improved the robustness of MEASUREMENT CONDITIONS
the authentication system. Also it is known that the error rate
increases when authentication is performed with a PRTF mea- Number of Subject 9
sured at different position from the PRTF used for learning [9]. Input signal TSP signal
This is because the PRTF itself cannot identify the differences Number of averaging 8
in position even for the same individual, and the PRTFs are Length of TSP signal 65536
judged to be other people’s PRTFs due to changes in position. Sampling rate 48000 Hz

From these, it is considered that authentication is possible FFT point 48000
if the measurement position is known. Therefore, by using Sensor Input Voltage 3.3V

sensor information to identify relative distance between pinna
and smartphone at the time of measurement, the positional
information can be interpolated through the sensor information
for PRTFs that are measured at a different location from
the time of learning. Thereby it is considered reducing the
error rate. In this paper, we propose a multimodal method
using positional information measured by a sensor. Three-
dimensional acceleration and the distance of the pinna to
the smartphone are measured by the acceleration sensor and
proximity sensor mounted on the smartphone. The multimodal
personal pinna authentication is conducted by using positional
information and the PRTF together. Moreover, our previous
study shows that it is effective to use support vector machine

. ) . -~ margin m
(SVM) as a classifier when the number of data is small in m =]

personal authentication using PRTF [10].

II. PERSONAL AUTHENTICATION SYSTEM USING PRTFSs Fig. 3. Examples of classification boundary

Fig. 1 shows the overview of the proposed personal authenti-
cation system using PRTF. First, the impulse responses (PRIR: . TABLE II
Pinna Related Impulse Response) h;(t) and sensor informa- XPERIMENTAL CONDITIONS
tion (three-dimensional acceleration and the distance between Registrant training data 100
pinna and smartphone) s;(¢) are measured at the same time for Imposter training data 100
registrants and non-registrants. Here, 7 indicates the number Registrant test data 80
of data. In the measurement, the Time Stretched Pulse (TSP) E“posltefr test data L R];g[g
signal p(t) is used. The impulse responses are transformed to ernel function near,
ignal p(t) is u 1MpU’se resp Regularization coefficient ¢ 0.001, 0.01, 0.1, 1, 10, 100
the frequency responses H;(w), i € N by FFT. Next, sub- Kernel coefficients 0,001 00L 0.1 1. 10. 100
banding is applied by dividing the PRTF into 30 subbands Estimation method Cross validation

and taking the average of the sum of amplitude. The values of (Number of divisions : 10)
vector after sub-banding are extracted as a feature vector X;.
The input data x’; are made by combining the feature vector x;
and the sensor information s;(¢). Standardization is conducted
so that the average is O and the variance is 1 for the entire f(x) = w'x +b,
training data, and label data which is 41 for registrants or —1
for others. An example of the multimodal data is shown in
Fig. 2. The 1st to 30th dimensions represent PRTF, and the
31st to 34th dimensions represent sensor information. Finally
SVM is used as two-class classification which divides users
to registrants or others.

where w € RM is the M-dimensional weight vector and b € R
is the scalar bias. Under the condition where all observed
points are correctly classified, this optimization problem max-
imizing margin is shown as

: 2
A. Support Vector Machine (SVM) I?vlil [lwl]”,

SVM is a classifier that constructs a discrimination plane sty (wixs +b) > 1,4 € [n]. (1)
between two classes as shown in Fig. 3. Classifier g(x) is

given by However, there are often no discrimination planes that can
completely separate the training data in reality. In such a case,

o) 1 (f(x) > 0) the relaxation variable given by
-1 (fx)<0)’ & > 0,i € [n], @
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to allow training data that is not correctly classified. Eq.(1) is
replaced as

N
: 2
+C i
min [wl| ;5
sty (whx; +b) > 1—¢i € [n], 3)

where C' is a positive constant called the regularization coef-
ficient.

III. EXPERIMENTAL METHOD FOR PERSONAL
AUTHENTICATION

Fig. 4. shows front and back of a handmade measurement
device like a smart phone. We made our own measuring
device because it is easy to control. The sizes of the mea-
suring device is 140.0mm high, 70.0mm wide, and 1.0mm
depth and created with a 3D printer. It is equipped with a
micro speaker (Hosiden HDR9254), microphones (Hosiden
KUB2823), proximity sensor (STMicroelectronics VL6180X)
and acceleration sensor (Analog Devices ADXL354). Fig. 5.
shows the block diagram of PRTF measurement. The PRTFs
are measured by using the handmade measurement device
shown in Fig. 4. The environment requires a personal computer
with an external sound card (Fireface UC), microphone am-
plifier, and their respective connection cables shown in Fig.4.
and Fig.5. The measurements were conducted in a sound proof
room (2.9 x 3.1 x 2.1 m?®) that walls are treated with sound
absorbing textile material to suppress reflection. Table I shows
the measurement conditions. The subjects were 9 men and
women in their 20’s and the measurement were made in left
ear, 20 times per person, and the measurement device was
repositioned every time. However, to make the number of data
the same for registrant and imposter, only the pinna used as a
registrant was measured 200 times.

The experimental conditions for personal authentication
are shown in Table II. The hyperparameters of SVM are
determined by grid search.

IV. RESULTS AND DISCUSSION

epstopdf test.eps In this section, we compare the results of
the authentication accuracy between the conventional method
and the proposed method. The conventional method uses only
PRTFs [9], [10]. The proposed method utilizes multimodal. As
the evaluation criteria, the false rejection rate (FRR), the false
acceptance rate (FAR), and the half total error rate (HTER)
are used.

The authentication result is shown in Table III. In the case
of multimodal, FAR is improved by 2.9%, FRR is improved by
7.7%, and HTER is improved by 5.3%. The reason for the im-
provement in accuracy seems to be the positional information
was interpolated by the sensor information used for learning
together with the PRTFs. The authentication system became
robust against changes in the PRTFs due to fluctuations in the
measurement position that occur during authentication.
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TABLE III
CLASSIFICATION RESULT

FRR FAR HTER
PRTF only | 3.9% 10.3% 7.1%
Multimodal | 1.0% 2.6% 1.8%
TABLE 1V

CLASSIFICATION RESULT (SENSOR INFORMATION ONLY)

FRR
13.9%

FAR
20.3%

HTER
17.1%

Micro speaker

]
N
Proximity sensor

Fig. 4. A handmade measurement device
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Fig. 5. Block diagram and configuration of a measurement system for PRTF.

Table IV shows the authentication result when the authenti-
cation is conducted using only the sensor information. The
accuracy of authentication using acceleration and distance
sensors is about 20%. Lee, W. H. et al. [11] shows personal
authentication using sensors such as acceleration sensors, gyro
sensors, and magnetic sensors mounted on smartphones. This
research showed that it is possible to identify an individual
only with the sensor information of the smartphone. It is
also stated that the authentication accuracy is improved by
increasing the types of features. From this, it is suggested that
the relative distance between the smartphone and the pinna
can be treated as a feature in this case as well. The number
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of effective features is increased, so that the authentication
accuracy is improved.

V. CONCLUSION

In this paper, we proposed an authentication system that
uses individual differences in the PRTF measured with a
smart phone. We examined the effectiveness of a system using
sensor information that represents positional information. As a
result, it was possible to improve the authentication accuracy
by acquiring the positional information from the sensor. The
reason why the authentication accuracy was improved is that
the positional information was interpolated by the sensor
information.

That made the authentication system robust against changes
in the PRTF due to fluctuations in the measurement position
which occur during authentication. In addition, it was possible
that the way of holding the smart phone obtained from the
sensor information can be treated as a feature. Therefore
the effective feature had increased, so that the authentication
accuracy was improved.

As a future work, we are considering to use a lot of learning
data of the pinna in order to implement into the practical use.
A method of changing the shape of the model on the 3D data
and obtaining the PRTFs using an acoustic numerical analysis
method such as the finite element method can be considered
as an effective method for increasing the number of pinna
data. Also, considering a practical use, we need to conduct
authentication experiments in an environment other than a
sound proof room. The error rate will probably increase when
the background noise increases, but we need to verify how
much the background noise affects the authentication rate and
consider how to deal with it.
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