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Abstract—Recently, steganalysis based on hypothesis test the-
ory becomes a focus. However, the correlation between adjacent
pixels is not exploited and this is obviously not reasonable. In
this paper, a new detector for least significant bit matching
(LSBM) steganography is proposed with the consideration of
pixel correlation. The cover pixels are modeled by multivariate
Gaussian distribution and a new detector for LSBM is derived
based on likelihood ratio test. Moreover, we propose to calculate
the detector by considering only the smooth image pixels and
this is very helpful for improving the detection performance.

I. INTRODUCTION

Least significant bit matching (LSBM, also known as +1
embedding) is a widely used steganographic algorithm. More-
over, compared with least significant bit replacement (LSBR)
algorithm, it is harder to detect, especially in the case of low
embedding rate since LSBR method exists inherent asymmetry
problem which is avoided by LSBM [2].

There are many methods proposed to improve the detection
performance for LSBM. In [1], Harmsen and Pearlman notice
that the histogram of stego contains less high-frequency power
than the histogram of the corresponding cover image, thus the
center of mass (COM) of the histogram is used in detection
as a feature. In [2], Ker et al. point out that the method
in [1] performs quite well in cover of RGB images. To
extend the method to grayscale LSBM detection, the method
is improved from two aspects. The COM is computed in
the downsampled version of the image and the COM of the
adjacency histogram characteristic function (HCF) is defined
to gain the new detector. To improve the detecting performance
of the method in [2], Li er al. [3] suggest using calibration
on difference image which is defined as the difference of the
adjacent pixels. Later, Peng et al. [7] extend the HCF-COM to
the second order difference images and choose the Gaussian
filter to do the calibration. Besides HCF-COM, steganalysts
observe some other features of the HCF. Instead of considering
the COM, Zhang et al. [15] choose to focus on the local
extrema of the histogram. Cancelli et al. in [4] extend the idea
in [15] to two dimensional histogram. This kind of method is
further improved by Gao et al. [5] and Cai et al. [6] to obtain
a better classification.
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Recently, some work [9-13] based on hypothesis test are
proposed to detect the steganography. In [10], Remi et al.
believe that although the use of HCF is effective, the statistical
properties are evaluated just by simulation and analytically
unknown. Thus in [10], an asymptotic upper-bound for the
detection power of any test is given based on hypothesis test
theory. In paper [10], the pixels of the cover image are assumed
to be independent and satisfy the Gaussian distribution. How-
ever, this assumption is of limited interests in the real world
since redundancy exists in natural images. In this light, to
exploit the correlation of the adjacent pixels, a new detector for
LSBM is proposed based on a more appropriate model. In our
method, we first divide the image into non-lapping and equal-
sized blocks. Then each block is modeled as a multivariate
Gaussian distribution (MGD) which apparently contains the
correlation of the pixels in a block. Using likelihood ratio
test and formula derivation, a new detector for LSBM is
derived. Furthermore, an improved approach of calculating
the detector is suggested in this paper. Rather than simply
summing up the detectors among all blocks in the image, we
do the Pixel Selection (PS) by adaptively selecting the blocks
whose noisiness is the smallest. The detector values in these
blocks are significantly different between cover and stego.
Experimental results show that our new detector outperforms
the previous work [10] with a higher accuracy.

The rest of the paper is organized as follows. Some related
work are introduced in Section 2. In Section 3, we show the
proposed detector and PS in details. Experimental result is
showed in Section 4. Finally, the conclusion is drawn in the
last section.

II. RELATED WORKS

We introduce the previous work [10] briefly in this section.

Let x = (x1,...,xy) be a cover image with N pixels
and y = (y1,...,yn) be the corresponding stego image after
LSBM embedding with an embedding rate R. For LSBM, the
cover image is first randomly scrambled and then RN pixels
are selected randomly for embedding. For a to-be-embedded
cover pixel x,, if the message bit m equals to the LSB
of x,, then the corresponding stego pixel stays unchanged
as y, = x,. Otherwise the cover pixel is randomly added
or subtracted by 1, thus v, = =, + 1 or vy, = =, — 1.
Consequently, according to the embedding rate R, there are
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RN/4 pixels selected to be added and other RN/4 to be
subtracted by 1, while other pixels remain unchanged.

In [10], the pixel x, in cover image is assumed to fol-
low a distribution denoted as pp, and characterized by the
parameters 6,, = (un,0,) where p, is the mean and o, is
the variance of pixel x,. The py, is supposed to satisfy the
standard Gaussian distribution as

po, (T) = kS exp (—W) : )]

Cn 202

Due to the impact of LSBM steganography, it can be noted
that

{ Ply, =zn] =1—R/2
Plyn = zn + 1] =Ply, =z, — 1] = R/4.

Hence the distribution of the pixel in stego image gy, can be
written as

00,(5) = T (0o, (& — 1) + 90, (&4 1)+ (1~ Dhpo, (@)
2)
When analyzing the observed image z = (21, , zn), the
goal of LSBM steganalysis is to distinguish the distribution
of image Z from one of the following two hypotheses: Ho =
{z ~ P} and Hy = {z ~ Q}, where P and () represent the
distributions of cover and stego image, respectively. According
to the Neyman-Pearson lemma, the most powerful test is the
likelihood ratio test (LRT) given by the following rule

5= Ho, if A(z) <7
T Hi, HAz)>T

where A is the likelihood ratio (LR), and 7 is the threshold
to make the classification decision. The LR is designed as
follows

Q(z)

P(z)

A(z) = log 3)
The advantage of using LRT is that it can be used for any
detection problem where both the distributions are supposed
to be provided. In [10], the pixels of images are supposed to be
modeled independently by Gaussian distribution, so P(x) =
ngl po,, (,,) and Q(x) = ngl qs,, (z,,). Based on Eq. (3)
and the distributions of both cover and stego, LR can then be
expressed as

N
Az) =) Anlzn),

where
Zn
90, (2n) @
o, (2n)
With Eq. (1) and Eq. (2), the LR of each pixel (4) can be

written as

An(zn) = log

_ Rpo, (20 — 1) +po, (20 +1) R
M) = o (] o ra-)
_ R po, (2n — 1) +po, (20 + 1)

= log (1 + 5( 300 (on) - 1)) )
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Here we can note that A, (z,) depends mainly on the form
1pg, (20 —1) +po, (20 + 1)
2 po,, (2n)

From Eq. (1), we have

(&)

pen,(zn - 1) 1 Zn — Un 2
T R L B
and
Do, (Zn + 1) _ 1 Hn — Zn —9
T Gan) eXP(_m)eXP( 72 ) +o(0,%).
Thus, the Eq. (5) can be written as
1 1 Zn — Hn Hn — Zn
2 (o) e ) + (M)

It’s easy to observe that

1po, (zn = 1) +po, (20 +1)

—1—0.
2 Do, (2n)

Hence, the Taylor expansion of function log(1 + x) can be
used and accompany with the Taylor expansion of e*, LR can
be written as

R 1 R? _
g (50— =i+ ) — g ol

Here, the embedding rate R is just assumed to be known.
Finally, the ultimate detector is computed as follow

An(zn) =

2
Zn — HMn
An(zn) ~ (074’UJ) (6)

where the parameters will be discussed in detail in the follow-
ing section.

III. PROPOSED METHOD

Although the use of LRT makes the detector quite effective,
the independent Gaussian distribution model is unreasonable
to some extend. It apparently ignores the redundancy existed
in natural images. Based on this, we decide to use the MGD
model which considers the correlation of adjacent pixels. In the
case of MGD, the cover image x = (1, - ,2xx) is divided
into K blocks {xy,--- ,Xx}, each block is of length S, and
K = N/S. Each block follows a distribution as

1 _
P(xy) = N exp(—xx'%; ' xx) (7
k
in which 3 is the covariance matrix of the image block
and C} is the normalization constant. Due to the property

of LSBM steganography, the distribution of the corresponding
stego image block x; can be expressed as

Qr(xk) = Pr ® f(xx) = /Pk(xk +M)f(M)dM

where M = (My, -+, Mg) is the splitted messages of size
S. The corresponding stego block can be written as xj + M.
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The function f is dependent of the embedding rate R, where

fM) = Hpa( ;) and

mon)={ -

where for each pixel z;, 3; = R/4. Then, we can describe
LR as

K
A(x) =Y Ay ch:

k=1

—28;,ift M;=0
if M =41

K

Pi( k=1

Mx

Pp(xx)

As the cover model satisfies MGD, based on (7) we can learn
that

Py (xx + M)

— e*(karM)tEl:l(xk+M)+XiE;1xk
Pk (Xk)

ty—1 ty—1
e—2M S Ix —M' S M

then A(x) can be written as

K
x) = f(M
k=1

Now, for each block xj, we will discuss Eq. (8) under three
different situations. When M = 0,

S
Hl—wg

It is easy to find that this value only depends on the embedding
rate. When M = +e;,

Ar(x) =B [0

J#i

ty—1 ty—1
)6_2M Ek Xk—M Zk M. (8)

Ak (xx

5 am—an
_ QBj)ei2 2_7‘:1 QijTj— i (9)

in which a;; is the element of the matrix X '. If there are at
least two nonzero values in M, then A(xy) = 0(|532'|)~ Notice
that, we do not consider higher order terms in our method.

After the discussion, we find the second situation needs to
be researched precisely. Due to Eq. (9), we can get that,

Ap(xi) =1=2)  Fit Y Bi(e™ 202570 + o(|5))

Ignoring the higher order term which is not considered in our
method

M) = 14 Y e ? Sammmen 4 2T auman _y)
(10)

Using the Taylor expansion of e”,
672 Zj Qi T5— Qg + 62 Z]‘ AijTj—Qgj

2

(2%; aiyw; +au)” +
2

Then, simplifying Eq. (10) we can derive that

Xk ~ 1+Z 51( i — 204 +4(Zj aijxj)Q)

— 2 can be replaced by

(235, aijr; —

an') ?

—2a;; +
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Finally, assuming the embedding rate is known by the stegan-
alyst,
2
Aoc Y (ay(e; — py))
%]

Here we rewrite our proposed detector as D for better under-
standing. It can be finally computed as

K K
D=3 Di= (x — ) (50 — ) (1D)

k=1 k=1
" where Dy, is the detector for k-th block, g, = (g, -+, u3)

is the mean of block xj.

As we know in steganography, embedding efficiency and
embedding distortion are two important measurements. Mes-
sages is prefered to be embedded in noisy areas, which are
full of textures. On the contrary, in steganalysis, detectors in
flat areas perform more effective. This reminds us that the
sum of detectors can appear to be far more different among
the pixels in flat areas between cover and stego. Inspired by
this idea, in this paper, in order to improve the performance
of the detector and do a better classification, we utilize the PS
operation to enlarge the distinction in detectors between cover
and stego which means to select the pixels in the flattest areas
to get the optimized detector. Specifically, rather than simply
summing up the detectors of all blocks like (11), the detector
D is summed up only by B blocks whose noisiness is the
smallest among all blocks of the image. We first calculate the
noisiness set V.= {vy,- - ,vx } where vy, is the k-th block’s
noisiness. For each block noisiness, it is measured by the sum
of the noisiness all pixels in the block, so vy = Zle Vi,
where v; means the noisiness of pixel x;. Then we pick up
the first B blocks whose noisiness is the smallest and get an
optimized block set V. Finally, the optimized detector D is

derived as
B

D :ZDk,Uk Gv
k=1

12)

We now discuss how to determine the parameters in this
paper and the first one is the block size S. For S > 3,
the experimental result performs not quite well. We think
the reason is that the block size is too large to contain
the correlation and hence it affects the precision. On the
other hand, large block size brings difficulty in estimating the
inverse matrix E,;l. We finally choose to set .S = 2 for above
reasons. Then the observed image z is divided into N/2 non-
overlapping blocks {z, ... zN} W1th zi, = (22k-1, 22k ). The

two dimensional inverse matrix ¥, ' of the covariance matrix

Yk is measured as
1 ( —02k—1,2k )
2
A Ook—1
where o7 is the variance of the k-th pixel, o7 ; is the covariance
between the pixel z; and z; and Ay, is the determinant of .
Here are some parameters need to be estimated, we adopt

the same way as [14] do for effectiveness and convenience
in further comparison. Specifically, the variance of the i-th

2
O3
—02k—1,2k

Z 1 _
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Fig. 1. Pixel contexts for cover parameters estimation.

pixel and the covariance of the ¢-th and j-th cover pixels are
calculated as following referring to Fig.1

4 4

pi = % Zﬁ=1 i — % 211 big

o7 = Ll ) 1)
oy =23 (aig — pi)(ag — )

As for the noisiness v; of pixel z;, it is computed by the
variance of x; and its surrounding 8§ pixels,

u; = é(%:?:l a;; + 2?21 i’i,l)
v; = (X (@i —wi)® + ;(bz‘,l —u;)?)

i=1

IV. EXPERIMENTAL RESULTS

Our experiments are conducted on BossBase database v1.01
[16] which contains 10000 gray-scale images of size 512 x
512. All the cover images are embedded with an embedding
rate of 1.0.

Receiver operating characteristic(ROC) curve is used to
compare the results of our method with the method in [10].
The area under ROC curve(AUC) reflects the probability of
correct classification between cover and stego image. The
larger the AUC is, the better the classification we do. First,
the images in the database are embed using LSBM method
to obtain the stego images set. Then for both image sets, we
calculate the detector (11) and (12) in the way of what we
derived in the last chapter.

It shows in Fig.2 the comparison among method in [10], our
proposed detector (11), and proposed detector with PS (12).
We can easily find out that although the curve of our method
doesn’t perform that well as [10] at first, it gets a lot better after
the intersection and the AUC is obviously improved. The AUC
is improved from 0.7372 to 0.8059. After we do the PS, the
result performs even better and the AUC is increased to 0.8595.
We think the improvement comes from two aspects. On the
one hand, it comes directly from the correlation matrix we
use which can better exploit the redundancy of natural images.
On the other hand, it comes from the PS method we utilize
to compute the final detector. By PS method, the difference
between cover and stego in flat areas is highlighted and the
detection accuracy is then highly improved.

V. CONCLUSIONS

In this paper, by modelling the cover images as MGD, a
new detector of LSBM is proposed based on hypothesis testing
theory. Compared with related work, two major improvements
are made in this paper. Firstly, the correlation between adjacent
pixels is considered and it proves to be effective for the
detection. Then we suggest to select smooth pixels to calculate
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Fig. 2. Performance comparison among Cogranne.R’s detector, the proposed
detector and optimized detector with PS for embedding rates of 1.0

the detector. The value of detector in these areas is more
different between cover and stego and it appears to perform
better. However, more improvements can be done in the future
work. The way to estimate the mean and variance of a pixel
(13) can be improved, the samplings of current pixels in a
small surrounding area can be used to get a good estimation.
Besides, we only propose a one-dimension detector, and it can
be expanded in different directions of the image in the future
to derive a high dimensional detector.
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